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Preface
Thanks for choosing King Pigeon PLC Modbus 10T Gateway BL102. Reading this manual with full
attention will help you quickly learn device functions and operation methods.

Copyright

This user manual is owned by King Pigeon Communication Co., Ltd. No one is authorized to copy,
distribute or forward any part of this document without written approval of King Pigeon. Any violation
will be subject to legal liability.

Disclaimer

This document is designed for assisting user to better understand the device. As the described
device BL102 is under continuous improvement, this manual may be updated or revised from time to
time without prior notice. This PLC Gateway is mainly used for industrial data transmission over
Ethernet or 4G network. Please follow the instructions in the manual. Any damages caused by
wrong operation will be beyond warranty.

Revision History

Revision Date Version Description Owner
July 8, 2021 V1.0 Initial Release HYQ
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1 Gateway Introduction

1.1 General Description

BL102 is a Gateway that collects Siemens, Mitsubishi, Omron, Delta,Allen-Bradley and Schneider
PLC data and converts to Modbus TCP, OPC UA, MQTT, HUAWEI Cloud, AWS, Alibaba Cloud, King
Pigeon Cloud protocols

It's developed on embedded Linux operation system with high stability and various interfaces,
1RS485(optional RS232), 2 power inputs, 1 power output, 2 RJ45 Ethernet ports, 2 USB port, 1 SIM
card slot and 1 SD card slot. With 4G cellular and Ethernet network, it features with high speed and
low latency data transmission.

From downlink it supports various PLCs like Siemens, Mitsubishi, Omron, Delta, Allen-Bradley,
Schneider,etc. From uplink it supports Modbus TCP, MQTT, OPC UA, HUAWEI Cloud, Alibaba Cloud,
AWS, ThingsBoard, King Pigeon cloud, etc. Users can quickly connect many different industrial
equipment to cloud platforms, SCADA, OPC UA, MES and other master computers. Devices can be
online in various cloud platforms and master computers simultaneously.

With TSL/SSL encryption, routing function and cascaded switch data collection, it can be used in
most of industrial application scenarios for secure data acquisition and remote monitoring purpose.
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1.2 Application lllustration

BL102 Application Diagram

OO = By e

- Huawej cloud AWS cloud Alibaba cloud ThingsBoard Modbus server

l I | J

cloud

AB PLC OMRON PLC SCHNEIDER PLC Siemens PLC Mitsubishi PLC

1.3 Packing List

Before using Gateway BL102, please make sure below parts are included in the package:
(Below pictures are for reference only. If any discrepancy, please follow real products)

® 1x Gateway BL102

Page 7 of 88 Pages King Pigeon Communication Co., Ltd.
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® 1x 4PIN 3.5mm Wiring Terminal for power input

® 1 x4G SMA Cellular Network Antenna

® 2 x Wall-Mount Clip Kit
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® 1 x DIN-Rail Mount Clip Kit

w

® 1 x User Manual (PDF soft copy)
(Note: Scan QR code to download the user manual)

® 1 x SIM Card Picking Pin

l

® 1 x Product Qualification Certificate

® 1 x Warranty Card

CREE ﬁﬂl‘

‘

o | |

CEEE (RS ‘

Note: if any items are missing, please contact King Pigeon sales representative.
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1.4 Features

» Downlink supports: Siemens, Mitsubishi, OMRON, Delta, Allen-Bradley, Schneider and other
PLCs
Uplink supports: Modbus TCP, MQTT, OPC UA, HUAWEI Cloud, Alibaba Cloud, AWS,

ThingsBoard Cloud, King Pigeon Cloud, etc.

» DC 9-36V wide power voltage input with wiring terminal. There’re 2 channels of power input
redundancy design with inverse connection protection. Either channel can be selected.

» 1 power output, output voltage is equal to input voltage.

» 1 RS485/ (optional RS232) serial port input

» Serial port baud rate 2400bps-115200bps; stop bit supports 1, 2 bits; data bit supports 7,8 bits;
parity bit supports None, Odd, Even.

» 2 RJ45 ports for Ethernet connection, 1 WAN and 1 LAN. Data can be collected from devices
connected to WAN and LAN port or cascaded switch devices. Network link and rate indicators
are available. Built-in isolation transformer with up to 2KV electromagnetic insulation.

Support POE PD (Powered Device) for saving wiring cost (Optional function).
Support TSL\SSL data encryption for security.

Support routing function to provide network for other devices.

YV V V V

Support 4G cellular network and APN setting. Ethernet network will be used if it's available. It will

shift to 4G network automatically if Ethernet is not available.

Y

Support Modbus RTU to Modbus TCP and transparent transmission.

» Support RESET button for returning to factory settings (Long press the button until RUN indicator
off with power) to avoid wrong parameter settings.

» Support software and hardware watchdog for high reliability.

» Metal case with IP30 protection grade. Metal case and system are safely isolated, especially

suitable for industrial site applications.

» Compact device size: 30mm*83mm*110mm, support wall-mounting and DIN-Rail mounting.
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1.5 Technical Parameters

Item Parameter Description

Processor ARM9, clock speed 300Mhz

System Storage 128MB( scalable to 1G)
Flash Memory | 64MB
Input Voltage DC 9~36V

Power Power

Source Consumption Normal: 85mA@12V, max 117mA@12V
Wiring Support Inverse Connection Protection

Ethernet Port

Interface Spec

2 x RJ45, 10/100Mbps, adaptive MDI/MDIX

Port Protection

ESD £16kV (contact), +18kV (air),
EFT 40A (5/50ns),
Lightening 6A (8/20us)

Serial Port Qty

1 x RS485/ optional RS232

Baud Rate 2400bps-115200bps
Data Bit 7,8
Serial Port Parity Bit None, Even, Odd
Stop Bit 1,2
ESD +8kV (contact), +15kV (air)
Port Protection
EFT 2KV, 40A (5/50ns)
1 channel DC 9~36 V power output
Power Output | Output Voltage
(Output voltage is equal to input voltage)
Qty 1 SIM Card Slot
Drawer type slot, support 1.8V/3V SIM/UIM card
SIM Card Spec
(NANO)
Protection Built-in 15KV ESD Protection
SD Card Qty 1 SD Card slot reserved for future development
Qty 1*program downloading+1* program debugging
USB Port Spec Micro USB OTG
Protection Over Current Protection
Antenna Qty 1
Antenna Type SMA Hole Type
GSM/EDGE:900,1800MHz
4G Network
. WCDMA:B1,B5,B8
(Optional) L-E version

FDD-LTE:B1,B3,85,B7,B8,B20
TDD-LTE:B38,B840,B41

L-CE version

GSM/EDGE:900,1800MHz
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WCDMA:B1,B8
TD-SCDMA:B34,B39
FDD-LTE:B1,B3,B8
TDD-LTE:B38,B39,B40,B41

WCDMA:B2,B4,B5

L-A version
FDD-LTE:B2,B4,B12
GSM/EDGE:850,900,1800MHz
WCDMA:B1,B2,B5,B8

L-AU version
FDD-LTE:B1,B3,B4,B5,B87,B8,B28
TDD-LTE:B40
WCDMA:B2,B4,B5

L-AF version

FDD-LTE:B2,B4,85,812,B13,B14,B66,B71

CAT-1 version

GSM:900,1800
FDD-LTE:B1,B3,B5,B8
TDD-LTE:B34,B38,839,B40,B41

Steady light if device is powered on

RUN Flickering if device is running
Off if device is not running
Flickering if communication is over Ethernet network
NET Steady light if communication is over 4G network
Indicator
Off if no data communication
Flickering if device is transmitting data
TXD
Off if there’s no data transmitting
Flickering if device is receiving data
RXD
Off if there is no data receiving
Internet
IPV4, TCP/UDP, DHCP, DNS, etc
Protocol
IP Retrieving Static IP / DHCP
Transmission Support Transparent Transmission
DNS Support Domain Name Resolution
Software PC configuration software, support WIN XP, WIN 7, WIN
Configuration
Parameter 8 and WIN 10
Internet Cache
Transmitting: 8Kbyte; Receiving: 8Kbyte
Size
Login Package | Support custom login package
Heartbeat
Support custom heartbeat package
Package
Safety MTBF 2100,000 hours
Certification EMC EN 55022: 2006/A1: 2007 (CE &RE) Class B
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IEC 61000-4-2 (ESD) Level 4

IEC 61000-4-3 (RS) Level 4

IEC 61000-4-4 (EFT) Level 4

IEC 61000-4-5 (Surge)Level 3

IEC 61000-4-6 (CS)Level 4

IEC 61000-4-8 (M/S) Level 4

Other CE, FCC

Working -40~80C, 5~95% RH
Environment

Storage -40~85C, 5~95% RH

Case Metal Case

Size 30mmx83mmx110mm(L*W*H)

Protection
Others IP30

Grade

Net Weight 291.2g

Mounting Wall-Mounting, DIN-Rail Mounting

1.6 Model Selection

coMm POE PD

Model No. | WAN LAN (Default is RS485 OPC-UA | 4G | (Powered
Optional RS232) Device)
BL102 1 1 1 X \ Optional
BL102E 1 1 1 X X Optional
BL102UA 1 1 1 \ X Optional
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2 Hardware Introduction

2.1 Outline Dimension
Unit: mm

Y

97.50
83.01

A

SODEL AL PUA
Fumr 35 S0, P 17Y
L
FididadagrooLme
AR @ TOOL T
gt

(TRTTEN T

L

L B

FAA Dbt B 007 L1 R

(€ RoMs FC X

Side view Main view
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2.2 Power Source Interface

2 optional channels of power input support DC 9~36V voltage with inverse connection protection.

2.3 SIM & SD Card Slots

Make sure device is powered off before inserting or removing SIM card. Insert SIM card Picking PIN
into the hole with tiny force to eject out the card tray.
Note: Place the device flat like above picture if inserting or removing SIM card.

2.4 Debugging & Upgrading Interface

4
DC IN 9~36V

DEBUG is the interface for debugging, DOWNLOAD is the interface for upgrading.

2.5 Gateway Grounding

Before connecting the device, please do equipment grounding with grounding screw to prevent
electromagnetic interference
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2.6 4G Antenna Interface

CE RoHS FE X

2.7 LED Indicator

CE RoHSFC H

2.8 Reset Button

+ Connect 4G Antenna

LED Indicator Introduction

Iltem Name Status Description
RUN Device Running Flickering Device running normally
Indicator Off Device faulty
Ethernet or 4G Flickering Ethernet Communication
NET | Communication On 4G communication
Indicator Off No network
Serial port is transmitting
Flickering
Data Transmitting data
TX .
Indicator off No data transmitting in
serial port
Flickering Serial port is receiving
Data Receiving data
RX .
Indicator Off No data receiving in serial

port

Note: RUN indicator will be on if device is powered. If it's not on, please

check whether there’s reverse wiring or power source problem.

Once gateway is running normally, use a PIN to press RESET button for 10seconds until RUN
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indicator is off. Gateway BL102 will return to default factory setting.

RS485 or RS232 and Power Output

Item Description

VOUT+ | Positive Pole of Power Output

VOUT- | Negative Pole of Power Output

B/RX | RS485 data-(B)/ receiving data

AITX RS485 data +(A)/ transmitting data

GND | Grounding

Note: Power output voltage is equal to input voltage:
DC 9~36V

CERoHSFC X

2.10 WAN & LAN Ports

Ethernet Network Port

Indicator Color Status Description

Page 17 of 88 Pages King Pigeon Communication Co., Ltd.
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Rate ON 100Mbps mode
Green
Indicator OFF 10Mbps mode
ON Connected
Network Link
Yellow Flickering It's transferring data
Indicator
OFF Disconnected

CERoHSFC X

3 Gateway Mounting

Gateway BL102 can be placed on desk, mounted on the wall and DIN-Rail.

3.1 Wall-Mounting

Wall Mounting
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3.2 DIN Rail Mounting

DIN Rail Assembling DIN Rail is Assembled

4 Configuration Software Introduction

4.1 Login to Configuration Software

Connect BL102 to router or switch through WAN port with standard direct network cable or cross
network cable. Make sure BL101 and PC are in the same local area network. If it's necessary to
connect the gateway to PC directly, use standard cross network cable to connect through BL101 LAN
port. (If BL101 is connected to PC directly, PC IP must be specified to 192.168.3.1 as default LAN IP
of gateway is 192.168.3.1 from factory setting)

Note: WAN port IP is retrieved automatically, LAN port IP is 192.168.3.1 from factory setting

Connecting BL102 to Router, Switch or PC with following way.

EEREE

B ANEERSAEIP:192.168.3. XXX

el ERRiN Gt
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4.1.1 Open Configuration Software

[ BL10x Configurator V1.,

Double click L on PC to run BL102 configuration software and enter below
page
@ 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X

QDevice Search [New Configuration [lfimport Configuration File uExport Configuration File iRead Data iSave Data Monitoring Log nﬂL.:% @About

4.1.2 Search for Devices

Click Device Search to get all devices which are in the same local area network with PC. If no device
is found, please follow the procedure on the right notice box to check the root cause. Below is the
example of connecting Gateway BL102 with switch through WAN. A device with IP 192.168.1.164 is
searched out.

Page 20 of 88 Pages King Pigeon Communication Co., Ltd.
www.iot-solution.com



KING PIGEQN

= " PLC/Modbus to MQTT/OPC UA Gateway BL102

- -

7 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X
Device Searchi [If New Configuration [flfimport Configuration File |glExport Configuration File 4 Read Data W Save Data B Monitoring ! @ About

Device Selection x

Device IP Device Mod __ Version Device Name

ouble-click the device in the selected list to enter the device setting interface.

nable to search the device, please check the following:

|1 92.168.1.164 ‘ BL102UA | V1.0 ‘ KingPigeon I After the device is turned on normally, the RUN indicator light is always on for 1 minute.The
i | tem is in startup state, and the device cannot be searched at this time.

.One minute after starting the device, please check whether the indicator light RUN flashes.If
ot, check whether the power wiring and socket are normal.

_Please check whether the WAN indicator is normal at the network portiorange light blinks,
reen light is always on).

.If all the above three conditions are nermal, please confirm the computer Settings for the
bllowing operations:

LIf the device is directly connected to the computer through the network cable, the network
able shall be connected to the LAN port of the device.The default IP of the LAN port is
92.1683.1

.If the device is connected to the LAN via a switch, make sure that the network cable is
jonnected to the WAN port of the device. Make sure that the computer and the device are in
e same LAN segment.

4.1.3 Connecting Gateway

Double click the device to be configured (For example, double click device with IP 192.168.1.164) .
Reading success message will be shown in prompting box. Click confirm to enter configuration

page.

@ 4G Jl*:duslria\ Gateway ConfigUrationTool V1.0 www.iot-solution.com R _ x
QDevEce Search [ New Configuration [glimport Configuration File uExport Configuration File iRead Data iSave Data & Monitoring Log a j== @About

'8-E3 sioaua

Basic Infor
- COM1
LAN
WAN
g0
R 46 Wi st e oo e, Vi i e s
‘ Alarms And Events Gateway Name KingPigeon (MAX15) Kingpigeon Modbus Online Status @ | Port  Device Name  Online Status
[ TaskPlan Gateway Time 20:06:20 08/10/2021 Kingpigeon MQTT Online Status (@)
=& Dataservices Device Model MQTT Client One Online Status @
“@ Transparent transmission Ve i MQTT Client Two Online Status (@)
@ Modbus RTU = Modbus TCP
= Signal Strength [ 24 |Normal Range(14-31)  Ali I0T Cloud Online Status ®
@, Modbus TCP Server
4G Module Model | EC20CEFILGROBAOSM1G | HUAWEI 10T Cloud Online Status @)
& OPC UA
8 & Cloud IMEL [ 861942050219741 ] AWS 10T Cloud Online status (@)
: Mobil it CHINA MOBILE | 192.168.1.1 | Ping |
@ MQTT Client One obile operators | J e e
- SIMICCID [ 89860043191574315142 baidu. ;
@ MQTT Client Two [ www.bsiducom |(Ping | @
. SIM Registration Status
@ Ali 10T Cloud
@ HUAWEI IOT Cloud | Refresh ]
& AWS 0T Cloud
@, Kingpigeon MQTT
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4.2 Configuration Software Introduction

4.2.1 System

@ 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com

- X

ﬁDevite Search ENew Configuration \mpor‘t Configuration File uExpor‘t Configuration File iRead Data isave Data Monitoring Log Eiq%' @Aboutl

'&-E3 suioaua
- COM1
LAN
[ wan
4R 4G
»‘ Alarms And Events
,,a TaskPlan
[}“E DataServices
-@ Transparent transmission
-@ Modbus RTU s Modbus TCP
@ Modbus TCP Server

Basic Information

Gateway Name [ KingPigeon (MAX15)
Gateway Time 20:06:20 09/10/2021 |
Device Model [ BL102UA |

Version
Signal Strength [ 24| Normal Range(14-31)

4G Module Model [ EC20CEFILGROBAOSMIG |

Red represents the online status, gray represents the offline status

Kingpigeon Modbus Online Status @ Port  Device Name  Online Status
Kingpigeon MQTT Online Status (@)

MQTT Client One Online Status @

MQTT Client Two Online Status (@)

Ali 10T Cloud Online Status [ ]

HUAWEI 10T Cloud Online Status @)

~~@ OPCUA
B @ Cloud
@, MQTT Client One
& MQTT Client Two
& Ali 10T Cloud
@ HUAWEI IOT Cloud
-@ AWS 10T Cloud
—@ Kingpigeon MQTT

Mobile operators |

SIM ICCID 80860043191574315142

SIM Registration Status (@

el | 861942050219741 AWS 10T Cloud Online Status @)

192.168.1.1 [ Ping | [ ]

[ wewbaiducom |(Ping | @

CHINA MOBILE ]

Refresh l

System Function

Item

Description

Device Search

Search for all BL102 gateways in the same local area network

New Configuration

Open a new default configuration file

Import Configuration File

Import gateway configuration file

Export Configuration File

Export gateway configuration file

Read Data Read logged-in BL102 gateway configuration parameters
Save Data Save all configuration parameters by clicking it
Monitoring Monitor connected device value
Log System running log.
If device issue, click save log to send it to specified email box
Language Click it to change language to English
About Software Version, Issue Date, Firmware upgrade information
Basic Information of Gateway BL101
Item Description

Gateway Name

Default Name is KingPigeon

Gateway Time

Local time of reading gateway

Device Model

Read device model number

Version

Read device version

Signal Strength

4G module signal value. If it's less than 14, it means weak

signal. Full signal value is 31
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4G Module Model

Read 4G module model. If it's null, it means no 4G module

IMEI

Device IMEI code

Mobile Operators

SIM card service provider

SIM ICCID

Read SIM card ICCID

SIM Registration
Status

Red indicates SIM card is registered.
Gray indicates SIM card is not registered,

King Pigeon Cloud
via Modbus Online
Status

Red indicates King Pigeon cloud is connected via Modbus
Gray indicates King Pigeon cloud is unconnected via
Modbus

King Pigeon Cloud
via MQTT Online
Status

Red indicates King Pigeon cloud is connected via MQTT
Gray indicates King Pigeon cloud is unconnected via MQTT

MQTT Client One
Online Status

Red indicates MQTT Client One is connected
Gray indicates MQTT Client One is unconnected

MQTT Client Two
Online Status

Red indicates MQTT Client Two is connected
Gray indicates MQTT Client Two is unconnected

Ali IOT Cloud Online
Status

Red indicates Ali Cloud is connected
Gray indicates Ali Cloud is unconnected

HUAWEI IOT Cloud
Online Status

Red indicates HUAWEI Cloud is connected
Gray indicates HUAWEI Cloud is unconnected

AWS IOT Cloud
Online Status

Red indicates AWS is connected
Gray indicates AWS is unconnected

192.168.1.1 Ping

Default factory setting Ping 192.168.1.1 gateway, IP can be
changed. It's gateway through WAN. Click Ping button to
check local area network status. Red indicates local area
network is OK. Gray indicates local area network problem.

www.baidu.com Ping

Default factory setting Ping Baidu website. Web address can
be changed. Wide area network status can be checked by
clicking Ping. Red indicates wide area network is OK. Gray
indicates internet communication problem.

Device Online Status
Prompting Box

Red indicates gateway is communicating with slave devices
Gray indicates gateway fails to communicate with salve
device

Refresh

Refresh basic information of gateway
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4.2.2 COM Port Configuration

4.2.2.1 COM Port Attribute Configuration

Double click COM1. Serial Port Attributes box will pop up for configuration

IQTg 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-sclution.com - X
QDevEce Search [ New Configuration [filfimport Configuration File uixport Configuration File iRead Data iSave Data & Monitoring Log Bﬂi:ﬁ @About

I
2-53 srio2ua Name

Value Unit Type Address Datatype Modbus Maps Addres: Modbus PLC Address MQTT Flag Enable  Ratio

&l L“L“N| Double click to s

et properties right click to add device |

~[E] waN [7z7  Serial Port Attributes

me-vl
i Mede selection
~‘ Alarms And Events -Comm ication Protocol

,,a TaskPlan

Device Brand Mitsubishi G

E}~E DataServices
-@ Transparent transmission Device Model
& Modbus RTU = Modbus TCP

& Modbus TCP Server

Serial Port Settings
L@ opcua stop B
8 @ Cloud
Data Bit: 7 v Parity Bit | Even
P
& MQTT Client Two
-@ Ali 10T Cloud

@ HUAWEI IOT Cloud
& AWS IOT Cloud

—® Kingpigeon MQTT

@, Kingpigeon Modbus

Serial Port Attributes
Item Description Default
Select mode:
] Collect/Transparent
Mode Selection o Collect
Transmission/Modbus RTU to
Modbus TCP
] Select from Modbus, Mitsubish, ] o
Device Brand ] Mitsubishi
Protocol Siemens
Device Model Select PLC model number FX3U
Select from “2400”, “4800”,
_ Baud Rate “9600”, “192007, “38400”, 9600
Serial “57600", “115200”
Port . 113 LRl 3 L) H
Settings Stop Bit Select “1Bit” or “2Bit 1Bit
etti
g Data Bit Select “7Bit" or “8Bit’ 7Bit
Parity Bit Select “None”, “Even” ,“Odd” Even
OK Confirm COM configuration
Cancel Cancel COM port configuration

Page 24 of 88 Pages

King Pigeon Communication Co., Ltd.

www.iot-solution.com




KING PIGEQN

< e = PLC/Modbus to MQTT/OPC UA Gateway BL102

4.2.2.2 Add COM Port Connected Device

Right click COM1 and click Add to add PLC. Device configuration box will pop up. For the added
device, double click it to show device configuration information. Right click to delete device.
Note: Maximum 50 same model PLC data can be collected through COM

[7r 46 Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X
QDewce Search [M8New Configuration [Elmport Configuration File uExport Configuration File if{ead Data iSa\/e Data Monitoring ng n'nié% @About
= -

2-B8 BL102UA

Name Value Unit Type Address Data type Modbus Maps Address Modbus PLC Address MQTT Flag Enable  Ratio
g i

Laf

- wan

A 4G

n‘ Alarms And Events
,,a TaskPlan

[}"E DataServices

|

Add
....,....Hope‘t:es right cl

ick to add device

@ Transparent transmission

& Modbus RTU 5 Modbus TCP
@ Modbus TCP Server

@ OPC UA

8@ Cloud

@ MQTT Client One

@ MQTT Client Two

~@ Ali 10T Cloud
@ HUAWEI 10T Cloud
& AWS 10T Cloud
—@ Kingpigeon MQTT

@, Kingpigeon Modbus

[l 4G Industrial Gateway ConfigUrationTool V1.0 wwveiot-solution.com - X|
QDevice Search [ New Configuration [l mport Configuration File uExport Configuration File iRead Data iSave Data & Monitoring LDg ﬂﬂi:.% @About

=
=-E8 sL1o2ua

Name  Value Unit Type  Address Datatype Modbus Maps Address Modbus PLC Address MQTT Flag Enable  Ratio

B LA Double dlick to set propertiesright cick to add device |

-] wAN
LR 4G
M Alarms And Events Device Information
,, TaskPlan
DeviceMame [ | mvaxao)
[}"E DataServices
-@ Transparent transmission Device Properties

& Modbus RTU = Modbus TCP
@, Modbus TCP Server

@, OPC UA

&4 Cloud

& MQTT Client One
& MQTT Client Two
& Ali 10T Cloud

@ HUAWEI 10T Cloud
-@, AWS 10T Cloud

—@, Kingpigeon MQTT

@, Kingpigeon Modbus
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[F&r 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X

QDevice Search BNE‘W Configuration Import Configuration File HExport Configuration File iRead Data isave Data Monitoring Log n B @About

[
=} g BL102UA Name Value Unit Type Address Datatype Modbus Maps Addres: Modbus PLC Address MQTT Flag Enable  Ratio

Lj}- com
i

Delete I
{3 AN L e I e

~{f3 WAN

R 46

—‘ Alarms And Events
"E TaskPlan

,}__E DataServices

O Transparent transmission
@, Modbus RTU = Modbus TCP
@ Modbus TCP Server
@ OPCUA

E@ Cloud
@ MQTT Client One
& MQTT Client Two
@, Ali 10T Cloud
-@, HUAWEI 10T Cloud

@, AWS 10T Cloud
-@, Kingpigeon MQTT

-@ Kingpigeon Modbus

Device Information

Item Description

Device Name Name of PLC to be connected

Device P " Configure it according to different PLC model.
evice Prope
perty Blank means no configuration items

OK Confirm device configuration

Cancel Cancel device configuration

Note: For different PLCs, the protocols are different and the configuration items are different. For
example, if selecting Modbus as device brand, then the configuration is as below table:

Device Information
Item Description Default
Device Name Name of Device to be connected to COM
) COM port device Modbus communication
Station ID
address
Device
16-bit Data Type | Select from “AB” and “BA” AB
Property
) Select from “ABCD”, “DCBA”, “BADC” ABCD
32-bit Data Type
and “CDAB”
OK Confirm device configuration
Cancel Cancel device configuration

4.2.2.3 Add COM Port Device Datapoint

Click device name and then right click the box on the right. Add box will pop up. Click Add to enter
datapoint configuration box and configure PLC datapoint. Right click the added datapoint to delete
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it. Double click the datapoint to edit it. To add more datapoints, right click the box and perform the

same procedures.

|71 4G Industrial Gateway ConfigUrationTaol V1.0 www.iot-solution.com - X

QDevi[e Search [§ New Configuration [@rimport Configuration File HExpon Configuration File 1Read Data iSave Data g Monitoring Log n EE] @Abuut

él BL102UA Name  Value Unit Type  Address Datatype Modbus Maps Addres: Modbus PLC Address MQTT Flag Enable  Ratio
&= COM1
-1&] Lan
& waN
AR 4G
,,‘ Alarms And Events
B TaskPlan ‘ Add
[*}Ms DataServices -
@ Transparent transmission
@ Modbus RTU = Modbus TCP
@ Modbus TCP Server
‘@ OPCUA
B Cloud
@ MQTT Client One
& MQTT Client Two
@ Ali 10T Cloud
-@ HUAWEI 10T Cloud
@ AWS 10T Cloud
-@ Kingpigeon MQTT

@ Kingpigeon Modbus

[ 46 Industrial Gataway ConfigUrationToal V1.0 winw.iot-solution.com - X
QDevice search [ New Configuration [Jlfimport Configuration File uExpon Configuration File iRead Data isave Data Monitoring Log nﬂig‘%' @About

I
=] g BL102UA Name  Value Unit Type Address Datatype Modbus Maps Address Modbus PLC Address MQTT Flag Enable  Ratio
&= COM1
:
B3] LAN
WAN = 5 :
EZ| Variable Attributes
AR 45

@ Alarms And Events Variable Name [ TAG0O1 Variable Unit

a

-~ TaskPlan Bl Ty Starting Address

[}»s DataServices Data type In DB | Address Offset In DB S
[ 1

& Transparent transmission
@ Modbus RTU = Modbus TCP
@ Modbus TCP Server Read-Write Type Read-Only v
& opcua Modbus Maps Addresses 0 (0-2000) MQTT Flag | REGOOT
E‘qf;\l_, Cloud (Customizable)
& MQTT Client One
& MQTT Client Two
@, Ali 10T Cloud
-@ HUAWEI IOT Cloud
—&@ AWS IOT Cloud
@, Kingpigeon MQTT

@, Kingpigeon Modbus

Datapoints Configuration

Item Description

Variable Name | Name of Added Datapoint

Variable Unit Datapoint unit, fill it as required, can be blank

Address Type Select PLC Register Address Type
Starting Address | PLC datapoint address
DB Block Data | Select from “DBX”, “DBB”, “DBW”, “DBD”. Only configure it if
Type PLC supports DB block
DB Block Address | DB Block address offset value
Offset
Data Type Select from Boolean, 16-bit unsigned integer, 16-bit signed
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integer, 32-bit unsigned integer, 32-bit signed integer, 32-bit
single precision floating point

Add Number

Datapoint qty

Read-Write Type

Select “read only”, “read and write”

Ratio

Only set for numeric data. Data can be magnified or minified
with certain ratio before sending to cloud

Modbus Mapping

Address in Gateway where datapoints are stored.

Address Boolean: 0~2000 addresses, Numeric: 0-2000 addresses.
MQTT flag Datapoint MQTT mark, can be any mark
OK Confirm datapoint setting
Cancel Cancel datapoint setting

@ 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com
QDevi(e Search ENew Configuration \mpor‘t Configuration File HExpon Configuration File iRead Data isaue Data Monitoring Log n'ai;%' @About

- x|

B-E3 BL102UA
G- COM1
i

—E] LAN
~{E] WAN

AR 4G

B Taskpi

8- Cloud

-@ Ali

. Alarms And Events

,3,5 DataServices

® Transparent transmission

@ Modbus RTU = Madbus TCP
& Modbus TCP Server

& OoPC UA

-@ MQTT Client One
—@ MQTT Client Two

@ HUAWEI IOT Cloud
—®& AWS IOT Cloud
--@ Kingpigeon MQTT
@ Kingpigeon Modbus

Name
TAG001
TAGO02

an

10T Cloud

Value Unit Type
¥ 0 bool
D i —— 0

Add

Address Datatype Modbus Maps Addres: Modbus PLC Address MQTT Flag Enable  Ratio
| 0 000001 REGO01 ble And W none
400001 REGO02  ble And W 1

Delete

Right click datapoint to delete it and double click it to edit it.

4.2.3 LAN Port Configuration

4.2.3.1 LAN Port Attribute Configuration

Double click LAN port to enter setting page. Factory default IP of LAN is 192.168.3.1. Auto IP address

distribution and routing functions are turned off in factory setting.
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[z 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X

QDevite search [ New Configuration [Jlfimport Configuration File uExpor‘t Configuration File iRead Data isave Data 2 Monitoring Log n = @About

é‘ BL102UA Name  Value Unit  Type Address Data type Modbus Maps Addres: Modbus PLC Address MQTT Flag Enable  Ratio
B COM1
WAN
R 4G @ Ethernet Settings
»‘ Alarms And Events
B Taskplan DHCP (W routing (I

[—}s DataServices P Aeddiress 19216831
@, Transparent transmission
& Modbus RTU = Modbus TCP

@, Modbus TCP Server

—® opcuA MAC Address :]
B & cloud
& MQTT Client One
-@ MQTT Client Two
—@&), Ali IOT Cloud

@, HUAWEI IOT Cloud
@, AWS 10T Cloud
—@, Kingpigeon MQTT

-& Kingpigeon Modbus

LAN Port Configuration

Item Description
DHCP Green indicates auto IP distribution for LAN is enabled
Gray indicates auto IP distribution for LAN is turned off
Routing Green indicates routing function is enabled.

Gray indicates routing function is turned off
IP Address LAN port IP Address

MAC LAN port MAC
OK Confirm LAN port Setting
Cancel Cancel LAN port setting

4.2.3.2 Add Device to LAN Port

Right click LAN and clik Add to enter device configuration page. PLC data can be collected through
Gateway BL102 LAN Port or through switch which is connected with LAN.

Note: Total 50 PLCs can be connected through LAN and WAN, different models from different PLC
makers can be connected simultaneously.

Page 29 of 88 Pages King Pigeon Communication Co., Ltd.
www.iot-solution.com



KING PIGEQN

. e I PLC/Modbus to MQTT/OPC UA Gateway BL102

[7 46 Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com -X

QDevice Search [INew Configuration [illmport Configuration File uExpon Configuration File iRead Data iSave Data & Monitoring Lug Ei%% @About

i
E" BL102UA Name Value Unit Type Address Datatype Modbus Maps Address Modbus PLC Address MQTT Flag Enable  Ratio
G- COM1

Add
= W

4R 4G
~‘ Alarms And Events
a TaskPlan

[J“E DataServices

@ Transparent transmission
-&® Modbus RTU = Modbus TCP
@ Modbus TCP Server
@ OPC UA
8- Cloud
@ MQTT Client One
& MQTT Client Two
—@ Ali 10T Cloud
@ HUAWEI |OT Cloud
@ AWS 10T Cloud
—@ Kingpigeon MQTT

@, Kingpigeon Modbus

E 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X

QDevice Search nNew Configuration \mpor‘t Configuration File uExport Configuration File iRgad Data iSave Data g Menitoring Log n_ﬂh% @About

.
2-E3 BL102UA Name  Value Unit Type  Address Datatype Modbus Maps Address Modbus PLC Address MQTT Flag Enable  Ratio
E-a COM1
B wan 3 -
[75  Device Information
SR 4G

Device Nan (MAX30)

w‘ Alarms And Events

- Devicelp [ ]

B TaskPlan DevicePort [ | (1-65535)

B2 DataServices Device Bran [ Siemens |
@, Transparent transmission DeviceMod [ S7 200SMART -

& Modbus RTU = Modbus TCP

@, Modbus TCP Server

& OPC UA

8@ Cloud
@ MQTT Client One

@, MQTT Client Two

—& Ali 10T Cloud
-@ HUAWEI 10T Cloud
-@ AWS IOT Cloud

—®& Kingpigeon MQTT

-@ Kingpigeon Modbus

LAN Port Device Configuration

Item Description

Device Name LAN Port PLC Name

Device IP Set IP Address of LAN port PLC. PLC IP Address must be the
same as Gateway BL102 LAN IP Address. If it's not the same,
need to change PLC IP address or LAN port IP address. To
change LAN port configuration, it will not take effective until
restart after power off

Device Port Set LAN PLC port

Device Brand Select from Siemens, Modbus

Device Model Select PLC Model

Station ID LAN port device Modbus communication address, only
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configure it if Modbus is selected as device brand
16-bit Data Type | Select “AB” or “BA”, only configure it if Modbus is selected as

device brand.
32-bit Data Type | Select*‘ABCD”, “DCBA”, “BADC” or “CDAB”, only configure it if
Modbus is selected as device brand.

OK Confirm LAN port device setting

Cancel Cancel LAN port device setting

4.2.3.3 Add LAN Port Device Datapoint

Follow the same procedure of adding datapoints for COM port device to add datapoints of LAN port
device

Add COM Port Device Datapoint

4.2.4 WAN Port Configuration

4.2.4.1 WAN Port Attribute Configuration

Double clik WAN to enter WAN port configuration box

[7 46 Industrial Gateway ConfigUrationTool V1.0 wuw.iot-solution.com - X

QDEVE{E search [ New Configuration [@lfimport Configuration File HExport Configuration File iRead Data iSaVe Data 2 Monitoring Log == @Abom

é E BL102UA Name  Value Unit Type Address Datatype Modbus Maps Addres: Modbus PLC Address MQTT Flag Enable  Ratio
E-= COM1
&3] LAN
g0 4d Double click to set properties,right click to add device @ Ethernet Settjngs
»‘ Alarms And Events
B Taskplan Auto 1P [ @)
E}E DataServices P :}
@, Transparent transmission
@ Madbus RTU 5 Madbus TCP sbnechsk [ TN
@, Modbus TCP Server Gateway :}
~@ orcun e
B4 Cloud
@ MQTT Client One
~@, MQTT Client Two
—@, Ali IOT Cloud
~@, HUAWEI IOT Cloud
& AWS 10T Cloud
—®, Kingpigeon MQTT

~@, Kingpigean Modbus

WAN Port Configuration

Item Description
Auto IP Green indicates auto retrieving IP
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Gray indicates IP is specified
IP Address Current IP Address of WAN Port
Subnet Mask | Current WAN Subnet Mask
Gateway Current WAN Gateway Address
MAC Address | WAN port MAC address
DNS Current WAN port DNS server
OK Confirm WAN port setting
Cancel Cancel WAN port setting

4.2.4.2 Add Device to WAN Port

Right click WAN and clik Add to enter device configuration page. PLC data can be collected through
Gateway BL1012 WAN Port or through switch which is connected with WAN.

Note: Total 50 PLCs can be connected through LAN and WAN, different models from different PLC
makers can be connected simultaneously.

|73 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com

- X
QDevice Search [ New Configuration [@!mport Configuration File uExport Configuration File iRead Data iSaVﬁ Data Monitoring Log BEL,% @About

1

2-E8 eL1o2ua
B COM1
LAN

Name  Value Unit Type  Address Datatype Modbus Maps Address Modbus PLC Address MQTT Flag Enable  Ratio

!

operties right click to add device

A Alarms And Events
a TaskPlan

&8 DataServices

@ Transparent transmission

& Modbus RTU = Modbus TCP
@ Modbus TCP Server

@ OPC UA

8 & Cloud

@ MQTT Client One

-@ MQTT Client Two

@& Ali 10T Cloud

@ HUAWEI 10T Cloud

-@ AWS 10T Cloud

@ Kingpigeon MQTT
-@ Kingpigeon Modbus
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[ 4G Industrial Gateway ConfigUrationTool V1.0 wuwiot-solution.com ) - X

QDevice Search [} New Configuration [@l'mport Configuration File uExpon Configuration File iRead Data isa“'e Data g Monitoring Log nggé @About

~
B5-B3 BL102UA Name  Value Unit Type  Address Datatype Modbus Maps Address Modbus PLC Address MQTT Flag Enable Ratio
@ COMT
LAN
. — Device Information
AR 4G

. Alarms And Events e [—] Sl
- Device IP
B TaskPlan Device Port ] (1-65535)
&8 Dataservices Deviee Bran [ Siemens  ©
@ Transparent transmission Bavice Mad 57 1200
& Modbus RTU = Modbus TCP
@ Modbus TCP Server
& OPC UA
B @ Cloud
@ MQTT Client One
@ MQTT Client Two
—®& Ali 10T Cloud
-@ HUAWEI 10T Cloud
<@ AWS IOT Cloud
—& Kingpigeon MQTT

-@ Kingpigeon Modbus

WAN Port Device Configuration

Item Description
Device Name Name of WAN Port PLC
Device IP IP Address of WAN Port PLC

Device Port WAN port PLC Port
Device Brand Select from Siemens, Modbus

Device Model Select PLC Model

WAN port device Modbus communication address, only
configure it if Modbus is selected as device brand.

Station ID

) Select “AB” or “BA”, only configure it if Modbus is selected as
16-bit Data Type )
device brand.

Select “ABCD”, “DCBA”, “BADC” or “CDAB”, only configure it if
Modbus is selected as device brand.

OK Confirm WAN port device setting

Cancel Cancel WAN port device setting

32-bit Data Type

4.2.4.3 Add WAN Port Device Datapoint

Follow the same procedure of adding datapoints for COM port device to add datapoints of WAN port
device

Add COM Port Device Datapoint
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4.2.5 4G Network Introduction

Double click 4G to enter APN setting box.

Note: It's not necessary to set APN for China mainland 4G network. If no 4G module in the device,
it's not needed to set it either

Eﬂ 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com

- X
QDevi(E Search ENew Configuration Import Configuration File HExpon Configuration File iRead Data iSave Data Monitoring Log Ei;.% @About
T
=2-E8 BL102uA . :
Basic Information
é"ﬂ Com1
{3 LAN
-{E3] WAN
il Red represents the online status, gray represents the offline status
‘ Double dlick to set properties | Gateway Name KingPigeon (MAX15) 16 Set Port  Device Name  Online Status
1=
o .@
B TaskPlan Gateway Time 20:11:08 09/10/2021 ] . .
= ) —————~——— | The Chinese mainland does not
E-== DataServices Device Model @ need to configure this
@ T g oo — parameter, without 4G version,
@), Transparent transmission . and does not need to configure
© Mods - Version this parameter.
Modbus RTU 5 Modbus TCP
=2 SigratStergth 24 |Normal Range(14-31)
@ Modbus TCP Server LEb S
4G Module Model [ EC20CEFILGROGAOSMIG | | User Name
@, OPC UA
8 © Cloud IMEI [ 861942050219741 Password [
. Mobile operators | CHINA MOBILE
@ MQTT Client One J
8
) SIMICCID | 89B60043191574315142
-@ MQTT Client Two P
i SIM Registration Status (@)
—@, Ali 10T Cloud
@, HUAWEI IOT Cloud Refresh
@ AWS 10T Cloud
—@, Kingpigeon MQTT
@, Kingpigeon Modbus

4G Configuration

Item
APN

Description
Access Point Name of SIM card cellular network
User Name User Name of SIM card cellular network

Password Password of SIM card cellular network

4.2.6 Alarms and Events Configuration

Double click Alarms and Events to enter setting box. Alarm points, actions and alarm recovery
actions can be set according to requirement
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4.2.6.1 Alarm Point Configuration

- X

Lﬂj 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com

QDevice Search [IBNew Configuration [Mlfimport Configuration File uExpon Configuration File iRead Data iSave Data Monitoring Log nﬂh% @About

ég BL102UA Name Port Device name Asscciation Point Nam High Limit Low Limit Alarm Type  Alarm ACK Time MQTT Flag

- COM1

LAN
- WAN
(0-\]
o Alarms And Events
F - S : Alarm Trigger Action ——————— - Alarm Release Action
- T e @ Port Device Write Point Name  Write Value Port Device Write Point Name — Write Value

1A=— varrrog
@ Transparent trans]  Association PaintName [ |(Add
& webus iy = P —

@ Modbus TCP Serv S :
@ OPC UA

B-@ Cloud
@ MQTT Client One Aarm ACKTime [ ] (18993

& MQTT Client Two
—@ Ali 10T Cloud
-@ HUAWEI 10T Cloud
~@ AWS 10T Cloud
—® Kingpigeon MQTT

-@ Kingpigeon Modbus

- X
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QDevice Search [ New Configuration [limport Configuration File uExport Configuration File iRead Data iseve Data Monitoring Log nﬂl.,% @About

é BL102UA Name Port Device name  Association Point Nam High Limit Low Limit  Alarm Type  Alarm ACK Time MQTT Flag
- COM1
-] LAN
@&-E waN ] Add Variable Point
AR 4G Vinstiable it Bpe | ok | Bston: | MariableBoint e
@ Variable Point COM1 FX3U TAGOO1
- Variable Point COM1 FX3U TAGD02
_u Taolnl
Variable Point LAN 37-200SMART M
[}“5 A Variable Point LAN 37-200SMART VBO W
Name[ ][ |variable point WAN | 57-1200 Qo
Variabl frina Daint bl Write Value
MQTT Flag ALARMOOT anal i Double click to display variable point propetties_and clik to gelect variable point
Association Paint Name -m

Alarm Type [ Normally Open_~
Alarm ACK Time :] (1-999)s ||

-8 AWS TOT Cloud

@ Kingpigeon MQTT

-@, Kingpigeon Modbus

Alarm and Events Configuration

Item Description

Name Name of Alarm Point

MQTT Flag MQTT flag of alarm point, can be randomly set

Select alarm point and click Add. Datapoint box will pop up. Click

Association Point ) ] ) )
the point to be set for alarm and click OK to confirm. Double click

Name ) ) )
datapoint to enter datapoint attribute page
High Limit High Limit alarm value of numeric datapoints
Low Limit Low limit alarm value of numeric datapoints
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Digital Alarm Type | Select from digital alarm mode: Normally Open or Normally Close

Within alarm acknowledge time, if data will recover to normal

Alarm ACK Time . . L
value, no alarm will be triggered. Otherwise it will generate alarm

OK Confirm alarms and events setting

Cancel Cancel alarms and events setting

4.2.6.2 Alarm Event Configuration

Right click Alarm Trigger Action box and click Add to enter Event configuration box for setting actions
to be performed when alarm is triggered. Right click Alarm Release Action box to set actions to be

performed when alarm is released

[ 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X

QDevice Search BNew Configuration \mpor‘t Configuration File uExpon Configuration File iRead Data iSave Data Monitoring Log nﬂlﬁ% @About

é' BL102UA Name Port Device name  Association Point Nam High Limit Low Limit  Alarm Type  Alarm ACK Time MQTT Flag
G- CoMI
AN
é}-- WAN

AR 4G

-
&S 5] Alarms And Events

~Alsrm Trigger Action ————_ Alarm Release Action
warT s

Association Point Name [ |[(Add
=] (8’ Delete
Alarm ACK Time (1-999)s

Port Device Write Point Name  Write Value Port Device Write Point Name  Write Value

<@ AWS TOT Cloud
&, Kingpigeon MQTT
@, Kingpigeon Madbus
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-8 sLiozua Name Port Device name  Association Point Nam High Limit Low Limit  Alarm Type  Alarm ACK Time MQTT Flag
- COM1
LAN
® WAN 2] Add Variable Point
S 46 Variable Point Type ~ Port  Device  Variable Point Name
I Varisble Point | COM1 | FX3U TAGOO1
g et Variable Point com1 FX3U TAGO02
U’E @ Alarms And Events Variable Point LAN  37-200SMART M
Alarm Trigger Action Alaf Variable Point LAN 37-200SMART VB0
e
L | varisble Point WAN | 57-1200 Qo
- P
MQTT Flag ALARMOOT @ Event Properties Variable Point WAN = §7-1200 DB2.DBWO
Assaciation Point Name |

CReS R e—

Al T [ormaly Gpon ) (o (o)

Alarm ACK Time | ] (1-9003 =]

-8 AWS TOT Cloud
—@, Kingpigeon MQTT

-@, Kingpigeon Modbus oK. Cancel
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Event Configuration

Item Introduction

Write Point Name is generated based on selected datapoint.
Write Point Name | Click Add, select datapoint and click OK to confirm. Double click
datapoint to view its attributes

Write Value Write datapoint value. For Boolean value, select 1 or 0

4.2.7 Task Plan Configuration

Double click Task Plan to enter configuration box. Move mouse cursor to the right box, right click
the box and click Add to enter configuration box.

[#7 46 Industrial Gateway ConfigUrationTao! V1.0 www.iot-solution.com -X
QDevi(e Search [ New Configuration [glfimport Configuration File uExport Configuration File iRead Data isave Data £ Monitoring LOQ Ein%_ @ ~bout
= :
2-E3 BLio2ua Task Name Trigger Week Trigger Time
-4 COM1
LAN
| 5
@[ wAN = TaskPlan
R 4G
o s Port Device Write Point Name  Write Value
~‘ Alarms And Events
Local Time (00 *)Hour (00 *) Min
3 Week
- DataServices (I Everyday
-@ Transparent transmission (I Monday
@ Modbus RTU = Modbus TC| (I Tuesday | A |
8, Modbus TCP Server (I ety ~ Delete
(I Thursday
~& OPCUA (P Fridey
- Cloud (I Saturday
& MQTT Client One (I sunday

& MQTT Client Two

&, Ali 10T Cloud
@ HUAWEI 10T Cloud
-@, AWS 10T Cloud

—@&), Kingpigeon MQTT

-@, Kingpigeon Modbus

[ 4G Industrial Gateway ConfigUrationTool V1.0 wwwrot-solution.cam - X
QDevice Search [ New Configuration [lmport Configuration File HExport Configuration File iRead Data iSave Data Monitoring Log n_ﬁi’é% @About
é!— BL102UA Task Name Trigger Week Trigger Time
- COM1
LAN =) Add Variable Point
& wan TaskPlan Varisble Point Type _ Port __ Device _ Variable Point Name
SR 4G . | Varisble Point  €OM1 FX3U TAGOO |
Task N B —
@ Alarms And Events s ame Port | Device Write Point Nam| e pome T COMT | FaU TAGO0Z
R Local Time o : Variable Point LAN 57-200SMART M
r ity Event Properties Varisble Point LAN  57-200SMART vBo
&8 DataServices (I Every Varisble Point WAN | §7-1200 Qo
-@ Transparent transmission (B Mond  Write Point Name 1 Variable Point WAN | $7-1200 DB2.DBWO
@ Modbus RTU = Modbus TC (I Tuesd witevaue [
@, Modbus TCP Server ® il
(I Thurs| ——
L f| cancel
@ opC UA Ep [0 Jf] Goneel ]
(= @ Cloud (I saturday
@ MQTT Client One (I sunday
@ MQTT Client Two E
& Ali 10T Cloud
@ HUAWEI IOT Cloud
-@ AWS 10T Cloud —_—
& Kingpigeon MQTT [ oc |
@, Kingpigeon Modbus
Task Plan Configuration
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Item Description
Task Name Name of Task Plan
Local Time Set time to perform the planned task (local time)
Week Set week day to perform the planned task

Write Point Name will be generated based on selected
Write Point Name | datapoint.Click Add , select the datapoint and click OK to

confirm. Double click datapoint to view its attributes

Write Value Write datapoint value. For Boolean value, select 1 or O
OK Confirm Task Plan setting
Cancel Cancel Task Plan setting

4.2.8 Data Service

4.2.8.1 Transparent Transmission

Set COM mode to Transparent Transmission, set COM parameters and then configure Transparent
Transmission parameters

@ 4G Industrial Gateway CenfigUrationTool V1.0 www.iot-solution.com

- X
QDevi(E Search ENBW Configuration \mpor‘t Configuration File HExpon Configuration File iRead Data is‘we Data Monitoring ELog nﬂ%% @About
= :
-3 BL102UA Name  Value Unit Type  Address Datatype Modbus MapsAddress Modbus PLC Address MQTT Flag Enable  Ratio
L
E LT Double dick to set properties ight dick to add device |
o Serial Port Attributes
SR 4
Mode Selection [ Transparent Transmission__ ~ |
‘ Alarms And Events i ieati :
o
ﬁu TAskPI After setting g us us
[}"E DataServices need to modify Transparent parameters, go 16|
data service to set relevant parameters of
@, Transparent transmission pass-through
& Modbus RTU = Modbus TCP
@ Modbus TCP Server Serial Port Settings ———— 1
@, OPC UA Baud Stop Bit
B¢ Cloud
Data Bit ] v Parity Bit | Even ~
R ——
@, MQTT Client Two
8 515 Gioud o o)
@ HUAWEI 10T Cloud
-@, AWS IOT Cloud
—@, Kingpigeon MQTT
-@, Kingpigeon Modbus
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QDevEce Search [ New Configuration [@limport Configuration File HExport Configuration File iRead Data isave Data Monitoring ch n_‘@:% @About

BB eLioaua
Basic
- COM1
@] LN ] Transparent transmission
(G wan Serial Port Choice [ COM1 ¥ )
R 40 (Communication Protocol nline status, gray represents the offline status
- Alarms And Events e’ Mode Selection [ us Online Status @ | Port  Device Name  Online Status
8 TPl Sl S e
&8 DataServices Server 1P/ Domain Name max100) | fonline Status @ BN ST200SMART L]
Server Port [1765535} Online Status (@
& Modbus RTU = Modbus TCP N
& Modbus TCP Server i Login Message [:][M‘”“”m e ®
~& OPC UA 46 Login ACK Message MAX100) d Online Status - @
g @ Cloud Heartbeat Message [—] (MAX100) il Stals .
B MaTTeliEftone " Heartbeat ACKMessage | ovwaxion) j][%i_] :
; in
z ::?‘ZTCCI;ZZLTWO SIM Regit Heartbeat Interval (1-999s) :
@ HUAWEI 10T Cloud o o)
& AWS IOT Cloud
—@& Kingpigeon MQTT
~& Kingpigeon Modbus

Transparent Transmission Configuration

Item

Description

Serial Port Choice

COoM1

Mode Selection

Select Gateway as “TCP Server” or “TCP Client”

Select Network Port

Only set it when BL102 Gateway is used as TCP server
Select WAN or LAN

Server IP
/Domain Name

If BL102 is used as server, it can’t be set but
automatically show selected WAN or LAN IP

If BL102 is used as client, input transparent transmission
server |P

Monitoring Port
/Server Port

If BL102 is used as server, input monitoring port
If BL102 is used as client, input server port

Login Message

Data Package of logging in to server

Login ACK Message

Data Package of server response to login

Heartbeat Message

Heartbeat Data Package to keep connection

Heartbeat ACK
Message

Data Package of server response to heartbeat

Heartbeat Interval

Cycle time of sending heartbeat package. Default is 60s

OK

Confirm Transparent Transmission setting

Cancel

Cancel Transparent Transmission setting

4.2.8.2 Modbus RTU to Modbus TCP

Set COM mode to Modbus RTU to Modbus TCP, set COM parameter and then configure Modbus

RTU to Modbus TCP parameters in Data Service
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LT_!T] 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com

- X
QDEVi(E Search [ New Configuration [Jlimport Configuration File |glxport Configuration File 4 Read Data ¥ Save Data B Monitoring [§Log Eic»% @ rbout
T
2-E3 BL102uA Name  Value Unit  Type Address Datatype Modbus Maps Address Modbus PLC Address MQTT Flag Enable  Ratio
(-] LAN D0l clck o set propertiesight cick o add device |
B wan Serial Port Attributes
g
A 46 Mode Selection | Modbus RTU = Modbus TCP
‘ Alarms And Events _Communication Collection
,,a TaskPlan B
= After setting
- DataServices need to modi
TCP parameters, then go to the data service
@ Transparent transmission
& Modbus RTU = Modbus TCP
@, Modbus TCP Server Serial Port Settings.
‘@ OPCUA Baud Stop Bit
B ¢ Cloud
Data Bit 8 v Parity Bit | None -
— Cs (Wore <]
@ MQTT Client Two
& Al 10T Cloud
&, HUAWEI IOT Cloud
-@ AWS 10T Cloud
@, Kingpigeon MQTT
-@, Kingpigeon Modbus
@ 46 Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com -x
QDevice Search [ New Configuration [fillimport Configuration File uExport Configuration File iRead Data iSave Data @ Meonitoring Log ﬂg]ﬁﬁ @About
& B sLiozua
Basic
-~ COM1
EHE] LaN
-5 waN
“‘ﬁ 4G Red represents the online status, gray represents the offline status
*‘ Alarms And Events Gateway Name KingPigeon (MAX15) Kingpigeon Modbus Online Status @} | Port  Device Name  Online Status
= com1 FX3U
8 TaskPlan Gatews 7 Modbus RTU 5 Modbus TCP [varmoninestates @ wan  sr1s00 "
B8 DataServices Device Seral Port Choice [_cOMT < One Online Status (@ | LAN | S7-200SMART L]
@, Transparent transmission -G ion Protocol Two Online Status (@
. <RIV = Modbus 107 Mode Seection
Signal s o 4 Online Status [ ]
& | Double dick to set properties | BeleEE Nebmic fet ®
4G Module GErieEPaE (1-65535) Cloud Online Status
@ OPC UA
ud Online Status
; 1.1 Pi
® MQTT Client One ctissy ) @
@ MQTT Client Two SIMICCID [ 89860043191574315142 [ wwwbaidu.com | Ping | &
g SIM Registration Status (@)
& Ali 10T Cloud
& HUAWEI 1OT Cloud | Refresh ]
-& AWS 10T Cloud
@ Kingpigeon MQTT
-@, Kingpigeon Modbus

Modbus RTU to Modbus TCP Configuration

Description

Item
Serial Port Choice
Mode Selection
Select Network Port
Monitoring Port
OK
Cancel

COoM1

TCP Server (Gateway can only be TCP Server)
Select “WAN” or “LAN”

Input port of monitoring BL102 Gateway (required)
Confirm Modbus RTU to Modbus TCP configuration
Cancel Modbus RTU to Modbus TCP configuration

4.2.8.3 Modbus TCP Server

BL102 Gateway supports Modbus TCP protocol and provides data as Modbus TCP server. Modbus
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TCP server is enabled permanently. Only configure Ethernet port and monitoring port. WAN /LAN IP
address can be viewed by clicking WAN/LAN

[ 4G Industrial Gateway ConfigUrationTool V1.0 wwwiot-solution.com - X

QDevice Search [ New Configuration [@lf'mport Configuration File uExpon Configuration File iRead Data iSave Data g Monitoring Lug ﬂ_ﬂi,% @About

i
2-E3 BL102UA

Basic Infc
n CcoM1
LAN
é- WAN
g
& 4G Red represents the online status, gray represents the offline status
- Alarms And Events Gateway Name KingPigeon (MAX15) Kingpigeon Modbus Online Status @ | Port  Device Name  Online Status
o < - com1 X3V []
—f8 TaskPlan cateway Tme 55 Modbus TCP Server [9=o" MQTT Online Status @ | 4y T =
&-& DataServices Device Model |-Set up [T Client One Orline Status (@) | N | S7-200SMART L
@ Transparent transmission Garsich T Client Two Online Status ()
--@ Modbus RTU = Modbus TCP ELe et RO oud Onine € ®
- . . - Signal Strength port [ sz 1-65535) T Cloud Online Status
4G Module Model EI 10T Cloud Online Status @
& T set properties
IMEI 10T Cloud Online Status
5§ Cloud :
@ MQTT Client One Mobds by - 0216811 J(Ping ] @
&
) SIMICCID [ 89860043191574315142 www.baidu.com |("Ping |
& MQTT Client Two B [ J(Fing ) @
) SIM Registration Status (@)
—& Ali 10T Cloud
@ HUAWE! IOT Cloud e l
& AWS 10T Cloud
& Kingpigeon MQTT

& Kingpigeon Modbus

Modbus TCP Server Configuration

Item Description
Ethernet Port | Select “WAN” or “LAN”
Port Input gateway monitoring port (required)
OK Confirm Modbus TCP Server setting
Cancel Cancel Modbus TCP Server setting

Modbus TCP master computer is used as client to collect function codes supported by Gateway data.
Boolean data supports 01, 05, numerical data supports 03, 06, 16-bit byte sequence is AB and 32-bit
bytes sequence is ABCD. Follow master computer to put Modbus address or PLC Modbus address
(The Modbus Address in configuration software). Refer to below datapoint picture. Master computer
configuration refers to 5.2.2.2 View Data in KEPServerEX 6
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@ 4G Industrial Gateway ConfigUraticnTool V1.0 www.iot-solution.com

QDevice Search [ New Configuration [lfimport Configuration File uExpcn Configuration File iRead Data iSave Data & Monitoring Log nﬂiﬁ% @About

- X

é’ g BL102UA Name  Value Unit  Type Address Data type Wodbus Maps Addrest [Modbus PLC Address| MQTT Flag Enable  Ratio
vo v 0 “bool o 000001 YO bleAndW none
é}"" gam] vi v 1 bool 1 000002 Y1 bleAndW none
L@ X v2 v 2 bool 2 000003 v2 ble And W  none
v3 ¥ 3 bool 3 000004 Y3 ble And W none
] Lan va v 4 bool 4 000005 V4  bleAndW none
s v 5 bool 5 000006 VS bleAndW none
Won 6 Y 5 bool 5 000007 Y6 bleAndW none
SR 4G V7 v 7 bool 7 000008 v7 ble And W  none
Do D 1] int16 0 400001 DO ble And W 1
‘ Alarms And Events D1 D 1 int16 1 400002 D1 bleAndW 1
& TaskPlan D2 D H int16 2 400003 D2 bleAndW 1
D3 D 3 int16 3 400004 D3 bleAndW 1
2 DataServices D4 D 4 int16 4 400005 D4 bleAndW 1
L D5 D 5 int16 5 400006 D5 ble And W 1
& Transparent transmission D6 D 6 int16 6 400007 D6 bleAndW 1
@ Modbus RTU = Modbus TCP D7 D 7 int16 i 400008 D7 ble And W 1
& Modbus TCP Server
@ OPCUA
EFQJ Cloud
& MQTT Client One
@ MQTT Client Two
-@ Ali 10T Cloud
-@ HUAWEI [OT Cloud
@ AWS 10T Cloud
-@, Kingpigeon MQTT
-@ Kingpigeon Modbus
4.2.8.4 OPC UA
Gateway BL102 supports OPC UA and provides data as OPC UA server.
WAN/LAN IP Address can be viewed by clicking WAN LAN
[ 4G Industrial Gateway ConfigUrationToo! V1.0 wiwwiot-solution.com - X

QDevice Search BNew Configuration \mpor’t Configuration File HExport Configuration File iRead Data iSave Data g Monitoring Log Eh, @About

’é-- BL102UA
B COM1
L@ Fxau

LAN

WAN

R 4G

‘ Alarms And Events

E TaskPlan
G}E DataServices
@ Transparent transmission
& Modbus RTU 5 Modbus TCP
@, Modbus TCP Server

B4 Cloud | pouble click to set properties

MQTT Client One

MQTT Client Two
Ali 10T Cloud
HUAWEI 10T Cloud
AWS 10T Cloud
Kingpigeon MQTT

PPEEOE®®

Kingpigeon Modbus

Basic Informati

gecla resents the online status, gray represents the offline status
Gateway Name] @) Enc bigeon Modbus Online Status @ | Port  Device Name
Com1 FX3U
Gateway Timel | py oo bigeon MQTT Online Status @ | yyan a0l

Device Model i, (1.65535) |[T Client One Online Status @ | AN S7-200SMART
Ve oo @) T Client Two Online Status @
Sinal Strengt User [ ) (MAXS0) |7 Cloud Online Status @
4G Module Model Password [ (MAXS0) |Lwei 10T Cloud Online Status &
[¥5 ||| S 107 Cloud Online Status @)
Mobile opersterq | Coreate [ -] llezieens (o ®
SIM 1CCIDS pivatekey [ ][] Wwbsiducom |(Ping | @

SIM Registration Status

( T |

Online Status
[ ]
]
-

OPC UA Configuration

Item

Description

Enable

Green indicates OPC UA is enabled

Gray indicates OPC UA is disabled. Default is disabled

Ethernet Port

Select “WAN” or “LAN”
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Port Input server port (required)
Green indicates login anonymously. Default is Green.
Anonymous o o
Gray indicates login with Account and Password.
User Input User Name
Password Input User Password

Encryption policy. Select “none”, “basic256”, “basic128rsa15” or
“basic256sha256”
Certificate OPC UA certificate, select file to upload
PrivateKey OPC UA encryption key, select file to upload
OK Confirm OPC UA setting
Cancel Cancel OPC UA setting

Security Policy

Refer to 5.2.2.4 View Data in KEPServerEX 6 for OPC UA Client configuration
OPC UA Client datapoints are retrieved from gateway and automatically generated. It's not

necessary to configure.

4.2.9 Cloud Platform

Gateway BL102 can be online simultaneously in multiple cloud platforms.

4.2.9.1 MQTT Client One

MQTT Client One can be connected to cloud with certificate or without certificate

It supports multiple publishing topics.

Click Add to set publish topic. Publish topic name can be viewed from drop-down list of Publish Topic.
Select Publish Topic Name and click Delete to delete publish topic. MQTT Client One supports
publishing certain datapoints of each topic. Move mouse cursor to the right box, right click it and click
Add to enter datapoint dialog box. Select the datapoint to publish and click OK to confirm it. Double
click datapoint to view its attributes.

Take below picture for example, only datapoint YO of COM1 Device FX3U is published and other
datapoints are not published.

MQTT Client One , MQTT Client Two data format is the same as King Pigeon cloud MQTT data
format. Refer to: King Pigeon Cloud MQTT Data Format

Note: Datapoint box is blank in default which means all datapoints will be published in default. If
multiple topics are published, only the first topic datapoint box can be blank. Other topic datapoints
must be selected.

Page 43 of 88 Pages King Pigeon Communication Co., Ltd.
www.iot-solution.com



KING PIGEQN
o

- -
-

~

PLC/Modbus to MQTT/OPC UA Gateway BL102

|73 4G Industrial Gateway ConfigUrationTool V1.0 www.io

- X

t-solution.com

=

QDevice Search [ New Configuration B,_I"g
P

8-5 sLio2ua

e e
MQTT Client fabout

Enabl:

G comi
L@ FX3U

&3] LaN

ariable Nam:
vo | |
1]

\ariabls Paint Typ
| Variable Point | cOM1 |
L

Devi
FX3U

Bart.

Server IP/ Domain Name
S -

WAN

SR 4G
= ‘ Alarms And Events
B TaskPlan
{ks DataServices
2O Transparent transmission
&, Modbus RTU = Modbus TCP
& Modbus TCP Server
@ opcua

Client D

eeeee

| Right dlick to perform the operation

Client Secret Key [

EHSJ Cloud

I—'@, MQTT Client Two
@, Ali 10T Cloud
-@ HUAWEI 10T Cloud

Au

Thet

me Settings
Subscribe Topic

estic Aatatiploiad yrdc - (10-9595)

MQTT Data retran nsmlss\cn

—& AWS IOT Cloud
& Kingpigeon MQTT

-@, Kingpigeon Modbus

MQTT Client One Configuration

Item

Description

Enable

Green indicates MQTT Client One is enabled
Gray indicates MQTT Client One is not enabled.

Server IP/ Domain Name

Input Server IP/Domain name

(Enable Certificate)

Server Port Input server port(required), default is 1883
. Client Identifier of MQTT Connecting message.
Client ID o ) _
Server uses it to identify Client
User Name of MQTT Connecting message.
User Name ] o o
Server uses it for ID verification and authorization
Password of MQTT Connecting message
Password ) o o
Server uses it for ID verification and authorization
X.509 Green indicates certificate is enabled

Gray indicates certificate is not enabled

Root Certificate

Select file to upload (Need enable Certificate first)

Client Certificate

Select file to upload (Need enable Certificate first)

Client Private Key

Select file to upload (Need enable Certificate first)

Topic of MQTT subscribing message. After subscribing

Subscribe Topic ] ]
server can send message to client for controlling
Topic of MQTT publishing message. It's used for MQTT to
identify message channel of sending valid load data. Wildcard
Publish Topic can’t be included in publishing message topic name.

Click Add to add more public topics.

Click Delete to delete Public Topic
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Uploading Interval Cycle time of MQTT data sending. Default is 30s

Green indicates offline data will be transmitted once network
recovers; Gray indicates offline data will not be transmitted
once network resumes. Max 100,000 datapoints can be

MQTT Data Re-transmission

(Enable data re-transmission) ] ] )
re-transmitted. If more than that, the previous ones will be

deleted
OK Confirm MQTT Client One setting
Cancel Cancel MQTT Client One setting

4.2.9.2 MQTT Client Two

MQTT Client Two Configuration is the same as MQTT Client One
MQTT Client Two subscribe topic will not be working. MQTT Client Two is used for view data but not
control data from cloud.

MQTT Client One , MQTT Client Two data format is the same as King Pigeon cloud MQTT data
format. Refer to: King Pigeon Cloud MQTT Data Format

MQTT Client Two configuration refer to MQTT Client One

4.2.9.3 Alibaba Cloud

[F7 4@ Industrial Gateway ConfigUrationTool V1.0 winiilot-selution.com - X
QDevi(e Search [§New Configuration [l mport Configuration File uExpon Configuration File iRead Data iSave Data £ Monitoring @]Log nﬂiﬁ% @About
'&-E sL102ua
E}". COM1
L»@, FX3U
LAN
WAl Variable Point Type  Port Device Variable Name
AR 4G Secret Key (J X.509 Online Status
‘ Alarms And Events ProduclKey[ ]
E TaskPlan
—}- DataServices

'@ Transparent trans mi:

8® Modbus RTU = Mod fieanl @

@ Modbus TCP Server Raot Certificate [:
& opPcuA Client Certificate :]
H’@ Cloud Client Secret Key :

@ MQTT Client One
= Automatic data upload cycle (10-999)
@, MQTT Client Two

-@, HUAWEI IOT Cloud

@, AWS 10T Cloud
-@ Kingpigeon MQTT

[Easic Information

Ali 10T Cloud

DeviceName |

DeviceSecret [ |

-@, Kingpigeon Modbus

Alibaba Cloud Configuration
Item Description
Enable Green indicates Alibaba Cloud is enabled
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Gray indicates Alibaba Cloud is not enabled. Default is disabled

Default is connecting with Secret Key. Click it to move the

Secret Key/X.509 , . . o
button on the right for connecting with Certificate.
Set the same ProductKey as the one in Ali Cloud.
ProductKey . . ) ) . o
See below illustration (Device-Click DeviceSecret to view it)
Set the same DeviceName as the one in Ali Cloud
DeviceName ) ] ] ) ) o
See below illustration (Device-Click DeviceSecret to view it)
Set the same DeviceSecret as the one in Ali Cloud
DeviceSecret . . . . . —
See below illustration (Device-Click DeviceSecret to view it)
Region Select Alibaba Cloud Region, default is East China 2(Shanghai)
Root Certificate | Select file to upload (Need to select certificate X.509 first)

Client Certificate

Select file to upload (Need to select certificate X.509 first)

Client Secret Key

Select file to upload (Need to select certificate X.509 first)

Automatic Data
Upload Cycle

Cycle time of data sending. Default is 30s

Publish Datapoint

Default is blank box with all datapoints to be uploaded
Right click the box and click Add to select datapoint for

Selection . ] o
uploading. Click OK to confirm it.
OK Confirm Alibaba Cloud setting
Cancel Cancel Alibaba Cloud setting

Alibaba Cloud device model is under development. Thus datapoint must be added one by one.
MQTT flag must be the same as the one in configuration software. For example, collect datapoint
VW8 of PLCS7-200SMART. MQTT flag in configuration software is VW8. Then set datapoint as VW8
in cloud. Function name can be different from variable name in configuration software.

Device Certificate

Device Certificate copy

ProductKey

DeviceName

DeviceSecret

Certificate Installation Modes

Vv Introduction to the unigue-certificate-per-device and unique-certificate-per-product modes
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T 6T Pltform / Devices / Products | ProcuctDetas /  Define Feature
B « Edit Draft
Product Name BLIKZSE

Devices @ You are cditing  draft. You need to cick Publish to apply the TSt

e I rt 'SL Mode Vi

Default Module

CA Certificate
Add Standard Feature

Default Module

+Add Module
Maintenance ;214743648 ~ 214748
Propert
tio
g 2147483648 ~ 214728
Propert
o 2147483648 ~ 214748
Propert
d Tool 147483648 ~ 214748
Propert
214748
Propert
Properti a7 (Custom)
Propert as (Custom

o4 » D22XEF » D226 » BLEFIER » BL110EST
[P 46 Industrial Gateway ConfigUrationToal V1.0 www.iot-solution.com

- X

1
=- BL102UA Name  Value Unit Type Address Datatype Modbus Maps Address Modbuy PLC Addres§ MQTT Flag |Enable  Ratio
Qo a 00 boal 8 ao le And W none
?. com Qi a 01 boal 9 at le And W none
i L@ mxau Qz a 02 bool 10 Q2 le And W none
i Q3 o] 03 bool 1 Q3 le And W none
BHE] LAN a4 a 04 bool 12 Q4 le And W none
{ o y as a 05 bool 13 000014 as le And W none
— Q6 o] 06 bool 14 000015 Q6 le And W none
WAN Q7 Q 0.7 bool 15 000016 [org le And W none
s Vg VW [} int16 8 400009 VWO RleAndW 1
R 46 Vw2 VW 2 int16 10 400011 VW2 RleAndW 1
B Alarms And Events Vg v 4 int16 12 4000712 \ Vv BleAndW 1
. Vs VW 5 int16 14 400015 VWG BleAndW 1
B TaskPlan Ve ww 8 int16 16 400017 VW8 BleAndW 1

=] E DataServices
@ Transparent transmission
@ Modbus RTU = Modbus TCP
@, Modbus TCP Server
& OPC UA
El»@ Cloud
@&, MQTT Client One
--@, MQTT Client Two
-@, Ali 10T Cloud
@, HUAWEI 10T Cloud
~@, AWS 10T Cloud
-@, Kingpigeon MQTT

(I H Adadh.

Note: Currently Alibaba cloud device shadow is not supported. Data is written through online
debugging. Multiple data sending is not supported.

4.2.9.4 HUAWEI Cloud

HUAWEI Cloud can be connected with or without Certificate. It supports multiple service IDs. Click
Add to set Service ID. ID can be viewed from the drop-down list. Click Delete to delete service ID.
HUAWEI Cloud supports uploading certain datapoints of each Service ID. Right click the box and
click Add to enter datapoint dialog box. Select the datapoint to upload and click OK to confirm it.
Double click the datapoint to view its attributes.

Note: 1. Datapoint box is blank in default which means all datapoints will be uploaded. If there’re
multiple Service IDs, only one Service ID datapoint box can be blank. Datapoints for uploading must
be selected for other Service IDs.

2. HUAWEI Cloud device shadow function is not supported. Data is written through synchronization
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command.

I@ 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-

solution.com - X
QDevice Search EN&W Configuration \mpor‘t Configuration File uExport Configuration File iRead Data iSave Data gMonitoring Log ﬂ == @Abou(
Information

o
=-E2 BL102ua

; Basic
& COM1

i
~-@, FX3U
B-E LaN

HUAWEI 10T Cloud

’
L@ S7-200SMART

WAN

@ 4G

Server IP/ Domain Name [ ]

Server Port (1-65535)

‘ Alarms And Events

a TaskPlan

=] E DataServices

@ Transparent transmission

@ Modbus RTU = Modbus TCP
@& Modbus TCP Server

@ OPC UA

H»@ Cloud

@& MQTT Client One

@, MQTT Client Two

~@& Ali 10T Cloud

Automatic data upload cycle (10-9995)

Secret Kev (I X.509

Device ID [ ]

Device Secret Key | ]

RootCemificats [ ] -
ClentCertficate ]
Cemsemetkey [ ] .

Variable Point Type

Port Device

Variable Name

MQTT Data retransmission (I

| 0K | Cancel

@, AWS 10T Cloud

-@ Kingpigeon MQTT
@ vk

B adb:

HUAWEI Cloud Configuration

Item

Description

Enable

Green indicates HUAWEI Cloud is enabled.
Gray indicates HUAWEI Cloud is disabled. Default is disabled

Server IP/
Domain Name

" HUAWEI CLOUD

HTTPS (243)

CoAPS (5634)

= T PR = / Instance Details
@D
- Default [Basic] Default
&
0
=] Access Det
o -
8] T
Rul s
- sto et
>
SEm -
s

Select connecting to HUAWEI Cloud via MQTT to enter console.
Click Overview to get server IP address of device connection

Access Address

2000

]

Server Port

Default is 1883, input 1883 for connecting with Secret Key
Input 8883 for connecting with Certificate (Required)

Secret Key/X.509

on the right for connecting with Certificate

Default is connecting with Secret Key. Click it to move the button

Device ID

" HUAWEI CLOUD sole [ aeingd

Device Details

Commands

BL101 £ & offine @ o

10T Platform

BLXKK

autot-ua [

GMTH0800

Set the same ID as the one in HUAWEI Cloud

Device Shadow Message Trace

BL101

Jan 22, 2021 12:06:20

(Device-Device ID)

e
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Device Secret
Key

Set the same Device Secret Key as the one in HUAWEI Cloud
when creating device in HUAWEI Cloud. If it’s forgot, it can be
reset in device authentication.

(Not necessary if connecting with certificate is selected)

Root Certificate

Select file to upload (Need to select certificate X.509 first)

Client Certificate

Select file to upload (Need to select certificate X.509 first)

Client Secret Key

Select file to upload (Need to select certificate X.509 first)

Service ID

Set the same Service ID as the one in HUAWEI Cloud.
(10T Platform-Products-Add Service-Service ID)

HUAWEI CLOUD

IoT Platform

(=] x

(Basic Edition LI BL101 1o |

{2,
o

B
¥ o
I 3 £
L e
B B
2153
Gl I

D b B

LESER iz I'l

Multiple Service IDs are supported

Automatic Data
Upload Cycle

Cycle time of data uploading. Default is 30s

MQTT Data
Re-transmission

Green indicates offline data will be transmitted once network
recovers; Gray indicates offline data will not be transmitted once

network resumes. Max 100000 datapoints can be re-transmitted.

If more than that, the previous ones will be deleted.

Datapoint Default is blank box with all datapoints to be uploaded
Uploading Right click the box and click Add to select datapoint for
Selection uploading. Click OK to confirm it.
OK Confirm HUAWEI Cloud setting
Cancel Cancel HUWEI Cloud setting

Set

datapoint in HUAWEI Cloud as below picture. If there’'re multiple service IDs in configuration
software and each service ID has different datapoints, configure the same service ID in HUAWEI
Cloud. Put MQTT flag as attribute name. For example, collect datapoint Q0 of PLC S7-200SMART,
put configuration software MQTT flag QO as attribute name.
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IoT Platform BT
 Basic Edition N3 BETED D: 600242928607b02dbb14805 | Registered devices: 2
Overview
Product Name Resource Space  BLYXX
s
Device Type  madbus Protocol mart
Devices v
Data Type Json Created 2021/01/22 11:12:18 GMT+08:00
Rules. v Manufacturer ~ Jinge
Storage Management
0M o b4 Model Definition Online Debugging Topic Management X
- Edit Property
Resource Spaces
Import from Library ‘ ‘ Import from Local ‘ ‘ Import from Excel Learn About Praduct Mod
I0TDA Instances * Property Name Q

\
@c
Documentation Sl a| seniceTy . Modify Service:
Deserfption
id

APl Explorer ’ )
Add Property Batch Delgi 2

10T Device Provisioning MIH

475 [] _Property Name, Data Type Integer . on =
Olw 4 Copy | Edit | Delete
[] N
— Access Permissions | Read | wrte 'j
[]a Copy | Edit | Delete
0| & Value Range 2147483647 -| 2147283647 Copy | Edit | Delete
O Copy | Edit | Delete
Step 0

[ a4 Copy | Edit | Delete
Oe U Copy | Edit | Delete
0| Copy | Edit | Delete
O« El - Copy | Edit | Delete
[ | wo = Copy | Edit | Delete
[ L Integer Readable Writable Copy | Edit | Delete

v e
- X

Es @About

Szl > D22xEF| > D226 > BLEFEE > BLI0FDL
[@ 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com

QDevize Search [ New Configuration [@lmport Configuration File HExpon Configuration File iRead Data iSave Data Monitoring

é" BL102UA Name Value Unit Type Address Datatype Modbus Maps Address Modbus PLC Addres M}ﬁ Flag |Enable  Ratio
I?_- COM1 Qo Q 0.0 bool 8 000009 Qo le And W none
Q1 Q 0.1 bool 9 000010 Q1 le And W none
L@, EX3U Qz Q 0.2 bool 10 000011 Qz le And W none
3 a3 a 0.3 bool 1 000012 a3 le And W none
B-&] LaN Q4 a 04 bool 12 000013 a4 le And W none
@ 79 SMAR Qs Q 0.5 bool 13 000014 Qs le And W none
— Q6 Q 0.6 bool 14 000015 Q6 le And W none
WAN a7 a 07 bool 15 000016 a7 le And W rione
P vwo VW 0 int16 8 400009 VWwo le And W 1
E A 4G Vw2 vw 2 int16 10 400011 Vw2 le And W 1
‘ Alarms And Events Vw4 ww 4 int16 12 400013 Vg le And W 1
VW6 VW 6 int16 14 400015 VW6 le And W 1
a TaskPlan VWE VW 8 int16 16 400017 vine le And W 1

=] E DataServices

@ Transparent transmission
& Modbus RTU = Modbus TCP
& Modbus TCP Server

@ OPC UA

B¢ Cloud

& MQTT Client One

-@ MQTT Client Two

-@ Ali 10T Cloud

& HUAWEI IOT Cloud

-@ AWS IOT Cloud

-@ Kingpigeon MQTT

@ v 5 Riadh,

4.2.9.5 AWS Cloud

1. Datapoint box is blank in default which means all datapoints will be published. If multiple topics are
published, only one topic datapoint box can be blank. For other topics, datapoints for publishing must
be selected.

2. AWS Cloud data writing function is not supported
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@ 4G Industrial Gateway ConfigUrationTool V1.0 wwwiot-solution.com - x

QDevi(e search [ New Configuration [gllimport Configuration File uExport Configuration File iRead Data iSaVe Data & Monitoring [§Log nﬁn% @ About

&-E3 sLi02uA
G- COM1

-3 LAN

WAN
'R 4G

B’@ Cloud

|
@ FX3U

L@ S7-200SMART

‘_ Alarms And Events

a TaskPlan

=] E DataServices

& Transparent transmission

® Modbus RTU = Modbus TCP
® Modbus TCP Server

@ OPC UA

—& MQTT Client One
-@ MQTT Client Two
@ Ali 10T Cloud

@& HUAWEI IOT Cloud

rasic Information

[ Connection Address

SewerIPA Bomain N e [

Server Port (1-65535)

AWS 10T Cloud

Variable Point Type ~ Port Device Variable Name
tatus

Item Name

Client ID

Client Certificate

(
(
Root Certificate | Jd
[
(

Client Secret Key

Pub“shTupit Add | Delets

Automatic data upload cycle (10-9995)

J
J

|
)]

@ i

-MU; K'“GP'98\1 Double click to set properties
H Aadh,

AWS Configuration

Item

Description

Enable

Green indicates AWS is enabled.
Gray indicates AWS is disabled. Default is disabled

Server IP/
Domain Name

Input AWS Connection Endpoint

(Enter Console, click Things and then click Interact to get it)

AWS loT x AWS IaT

Things > BL107

Monitor

Activity

>

¥ Manage

Onboard Actions ~

Details This thing already appears to be connected, Connect a device

aroups HTTPS
Billing groups

Jobs Update your Thing Shadow using this Rest API Endpoint. Learn more

Jab templates

Tunnets

P Fleet Hub Aclivt MQTT

¥ Greengrass Use topics to enable applications and things to get, update, or delete the state information for a

» Secure . R Thing (Thing Shadow) Learn more

Server Port

8883 (Required)

Item Name

Input Thing ARN

aws  Services ¥ Q Sear Jices, features, m ace produ e ] ¥  Oregon ¥

AWS loT X AWSIOT > Things > BL101

Monitor

Activity

» Onboard

¥ Manage

-

Types

Thing ARN

A thing Amazon Resource Name uniquely identifies this thing
Thing groups

s _
Jobs
% Shadows
Job templates
7 Type
Tunnels Interact
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Client ID

Input AWS Account ID

1| B 4

AWS loT My Account
My Organization
Menitor

Activity My Service Quotas

R My Billing Dashboard
My Security Credentials
¥ Manage
Things I Details Thing ARN Sign Out
Types
A thing Amazon Resource Name uniquely identifies this thing.
Thing groups
Thing groups

Root Certificate

Select file to upload it

Client Certificate

Select file to upload it

Client Secret Key

Select file to upload it

Publish Topic

Input the same topic when creating rules in AWS cloud. It's the
topic used for MQTT publishing message.
Click Add to create more Publish Topics. Select Publish Topic

and click Delete to delete it.

Description

Mo description

Rule query statement

Using SQL version 2016-03-23

Automatic Data
Upload Cycle

Cycle time of data uploading. Default is 30s

Datapoint Publishing

Default is blank box with all datapoints to be published
Right click the box and click Add to select datapoint for

Selection o ) S
publishing. Click OK to confirm it..
OK Confirm AWS setting
Cancel Cancel AWS setting

4.2.9.6 King Pigeon Cloud via MQTT

King Pigeon Cloud MQTT data format refer to: King Pigeon Cloud MQTT Data Format
Configure it as below picture :
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@ 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com

QDevice Search [ New Configuration [@lfimport Configuration File uExport Configuration File iaead Data iSave Data Monitoring Log ﬂnié% @About

-X

(g DLIUZUA

-4 COM1 Basic Informatio
|
~—& FX3U [

&) Lan l

et

@ $7-200SMART

Kingpigeon MQTT

& wan Kddress Variable Point Type  Port  Device Variable Point Nam
R 4G Server 1P/ Domain Name [ nave. dtuip. con ]
m‘ Alarms And Events Server Port (1-65535)
—-a TaskPlan
B-& DataServices Client ID [ ]

@ Transparent transmission
= P User Name |

MOTT ]

& Modbus RTU = Modbus TCP

-@ HUAWEI 10T Cloud

@, Modbus TCP Server Possnerd r e J

@ opcuA Subscribe Topic | J
8@ Cloud Publish Topic | J

& MO cligiOng Ahtomatic tts tralial oyele (10-9205)

@ MQTT Client Two MQTT Data retransmission {

@ Ali 10T Cloud

-@, AWS 10T Cloud |

—& Kingpigeon o roperies |

King Pigeon Cloud via MQTT Configuration

Item

Description

Enable

Green indicates King Pigeon cloud via MQTT is enabled
Gray indicates King Pigeon cloud via MQTT is disabled

Server IP/Domain Name

maqtt.dtuip.com

Server Port 1883(Required)
Input device serial number issued by King Pigeon
Client ID (Contact King Pigeon sales to get the serial number if
required to connect to King Pigeon cloud)
User Name MQTT
Password MQTTPW
Subscribe Topic King Pigeon Device Serial Number/+
Publish Topic King Pigeon Device Serial Number

Automatic Data Upload
Cycle

Cycle time of data uploading. Default is 30s

MQTT Data
Retransmission

Green indicates offline data will be transmitted once
network recovers; Gray indicates offline data will not be
transmitted once network resumes. Max 100, 000
datapoints can be retransmitted. If more than that, the
previous ones will be deleted

Publishing Datapoint

Default is blank box with all datapoints to be published
Right click the box and click Add to select datapoint for

Selection _ . N
publishing. Click OK to confirm it.
OK Confirm King Pigeon Cloud via MQTT setting
Cancel Cancel King Pigeon Cloud via MQTT setting
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Configure datapoint with below procedure. First add datatpoint and

then configure datapoint mark.

It must be the same as MQTT flag in configuration software. For example, collect datapoint Q1 of
PLC S7-200SMART, in configuration software MQTT flag is Q1, then set Q1 as read-write mark in
King Pigeon cloud.

M2mM

Monitoring Center

@® + Device List
=
P Device default group &=
a
Device BL1OX ==
— '
o Link | MQTT I @
@
+ Dropping Custom 60 @
=
2 Sensor Append | Batch Addition 1 |
Qo Swilch type (operable
Q1 Switch type (operable
Qz Switch type (operable
Qs Switch type (operable
Qa Switch type (operable
as Switch type (operable
a6 Switch type (operable
ar Switch type (operable
Vo Numerical Type 0 (decimal places)
vz Numerical Type 0 (decimal places)
VA Numerical Type 0 (decimal places)

M2M oo cene

=
o

®

Link Protocol « Device List
=
TCP Protocol
0 HTTP Protocol
. MB RTU H
- X
@
© UDP Protocol
3 nsor ID: 1725046
TCP JSON Protocol
- CTCOoAP Protocol IReadwrte Q0
2

NB-0T Protocol

CoAP Protocol

Sensor ID: 1725050 Sensor ID: 172501

as

Sensor ID: 1725052

a7 wo

Sensor ID: 1725053 Sensor D: 1725054

Readwie Q5

Readwite Q6

P Reagure. o |
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it > D22XEF| > D226 s BLEFIEN » BLI0EST v O

|71 4G Industrial Gateway ConfigUrationTaol V1.0 www.iot-solution.com - x|
QDevi(e Search [ New Configuration [lfimport Configuration File [glFxport Configuration File 4*Read Data ¥ Save Data & Monitoring [§]Log ﬂ jEE @ nbout

1
(=] BLT102UA Name  Value Unit  Type Address Datatype Modbus Maps Addres: Modbus PLC Addres§ MQTT Flag |Enable  Ratio
G COMT ao a 00 bool 8 000009 a0 le And W none
al a o1 bool a 000010 at le And W none
L@ EX3U Q2 o] 0.2 baol 10 000011 Q2 le And W none
o5} a 03 bool 1 000012 a3 le And W none
EHEJ LAN Q4 a 04 bool 12 000013 as le And W none
{ 4 as a 05 bool 12 000014 Qs le And W none
: as a 0.5 bool 14 000015 as le And W none
WAN ar Q 07 baol 15 000016 Q7 le And W none
) vwo ww 0 int16 8 400009 vwo le And W 1
‘R 46 w2 Wy 2 int16 10 400011 w2 feAndW 1
A Alarms And Events VW4 wy 4 int16 12 400013 vwae  feAndW 1
- VWG W 6 int16 14 400015 VW6 fleAndW 1
a TaskPlan wwe ww 8 int16 16 400017 vive le AndW 1

8 & Dataservices
@ Transparent transmission

@ Modbus RTU = Modbus TCP
@ Modbus TCP Server

@ OPC UA

B Cloud

—@ MQTT Client One

@, MQTT Client Two

@ Ali 10T Cloud

@ HUAWEI IOT Cloud

~@, AWS IOT Cloud

-@ Kingpigeon MQTT

@ i

Badh,

4.2.9.7 King Pigeon Cloud via Modbus

Both King Pigeon Cloud and custom Modbus cloud can be connected via Modbus RTU protocol.
BL102 supports function code 01, 05 of Boolean data and function codes 03, 06 of numerical data.
16-bit byte sequence is AB and 32-bit byte sequence is ABCD.

- X

@About

[F& 46 Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com

QDevice Search [ New Configuration [Jlfimport Configuration File |glExport Configuration File 4 Read Data ¥ Save Data B Monitoring [§Log

(=g DLTUZO

=
A5

B4 COM1 Bascin
:
@ FX3U
B~ LAN i | Kingpigeon Modbus
[
@ S7-200SMART
L] WAN ddress resents the offline status
) 4G Gateway Namd| ¢ 107 b ormain Name Port Device Name Online Status
com1 FX3U [ ]
Gate T J -
»‘ Alarms And Events hizal b e _65535) LAN | S7-200SMART [}
8 TaskPlan Diice Mode e T e e e e Tt

Versior

EFE DataServices

@ Transparent transmission
-@ Modbus RTU = Modbus TCP
&, Modbus TCP Server

@, OPC UA

Cloud

& MQTT Client One

R

Signal Strengtl
4G Module Model
IME

Mobile operators

SIM ICCE

SIM Registration Statu:

Login ACK Message (MAX100)

@ MQTT Client Two
-@, Ali 10T Cloud

~@ HUAWEI IOT Cloud
@ AWS 10T Cloud
—&, Kingpigeon MQTT

King Pigeon Cloud via Modbus

Item Description

Green indicates King Pigeon Cloud via Modbus is enabled

Enable - , . . C
Gray indicates King Pigeon Cloud via Modbus is disabled

Server IP/Domain Name | modbus.dtuip.com

6651 (Required)

Server Port

King Pigeon Communication Co., Ltd.
www.iot-solution.com
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Modbus Station/ID Set Modbus communication address of this Gateway device

_ Input device serial number issued by King Pigeon
Login Message ) ) i
(Contact King Pigeon sales to get the serial number)

, Server acknowledges login messages (Not necessary for
Login ACK Message ) ]
King Pigeon Cloud)

Heartbeat Message Q (Heartbeat message to keep connection)

Heartbeat ACK Message | A (Server acknowledges heartbeat messages)
Heartbeat Interval Cycle time of sending Heartbeat messages, default is 60s
OK Confirm King Pigeon Cloud via Modbus setting
Cancel Cancel King Pigeon Cloud via Modbus setting

Configure datapoint in King Pigeon Cloud as below picture. First create datapoint, then configure
Modbus ID, function code, address, data format, byte sequence and data collection cycle. Modbus
address in King Pigeon cloud and configuration software is deviated by 1. For example, datapoint Q0
of PLC S7-200SMART in configuration software is 8, then put 9 in cloud. Sensor names in cloud can

)
v

custom s0

®
-
o Device default sroup =
-

D sL1ox £y
_— -
(<]
&+
i
=

T TYPe (oDeranT o

Switcn type (operable unnt
Swilch lype (operable
Swilch lype (Cpeisble
Switch fype (operable
Switch type (operable Uinit
Switch type (operable
Switch type (opcrable

Numencal 1ype

U
0 (ascima | places) 4

umercal Type 0 (aecimal places)

ool |e||e o ||| |el|e]|elld

PR EEEEEEEE

r\merical Type O (aecimai piaces) PN

Link Protocol « Device List

Read write instruXjon setting

TCP Protocol

BL10X
HTTP Protocol
Save ‘Acquisition
‘ Serial Number o Function Code Bias Data Format Data Bits. Byte Order
MB RTU Address cycte
i Serial Number 704
MBaCE 1 ) 1 01Read and urte 9 10
MQTT Protocol
All Sensors 2 a1 1 01Read and write. 10 10
UDP Protocol j
TCP JSON Protocol 3 @ 1 01Read and wrte 1 10

CTCoAP Protocal
01Read and write 12 10

NB-oT Protocol

CoAP Protocol

01Read and write

01Read and write

01Read and wite

01Read and write

03Read and write

03Read and write

03Read and write

03Read and write

ositon Signed N

16Position Signed N

16Position Signed N

osition Signed N

Determine
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[F&r 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X

QDevice Search ENew Configuration \mpon Configuration File uExport Configuration File iRead Data iSaVE Data Monitoring Log aﬂiq%' @About

="gg oLt UA
Iélu' oMt Name Value Unit Type Address Datatype |Modbus Maps Addresy Modbus PLC Address MQTT Flag Enable  Ratio
% Qo Q 0.0 bool 8 000009 Q0 bleAndW none
I L@ peu a1 Q 01 bool 9 000010 Q1 ble And W none
for] Q 02 bool 0 000011 Q2  bleAnd W none
LAN a3 Q 03 bool 1 000012 Q3 bleAnd W none
i — Q4 aQ 04 bool 12 000013 Q4 bleAndW none
e i o s aQ 05 bool 13 000014 Q5 bleAndW none
WAN a6 Q 06 bool 14 000015 Q6 bleAndW none
a7 Q 07 bool 15 000016 Q7 bleAndW none
"‘K’ 4G VWO VW 1] int16 8 400009 VWO ble And W 1
M Alarms And Events VW2 vw 2 int16 0 400011 VW2 bleAndW 1
o VW4 vw 4 int16 12 400013 VWA bleAndW 1
¥ TaskPlan VW6 vw 6 int16 4 400015 VW6  bleAndW 1
VW8 vw 8 int16 16 ) 400017 vwa  bleAndW 1

& DataServices

@, Transparent transmission
@ Modbus RTU = Modbus TCP
@, Modbus TCP Server

@ OPC UA

2@ Cloud

@, MQTT Client One

@ MQTT Client Two

& Ali 10T Cloud

@ HUAWEI IOT Cloud

-@, AWS 10T Cloud

@, Kingpigeon MQTT

—@, Kingpigeon Modbus

5 Gateway BL102 Application Example

Below is the example of BL102 Gateway COM port collecting data of Mitsubish PLC FX3U and LAN
port collecting data of Siemens PLC S7-200SMART. Other PLC configuration procedures are the
same. Just set Device Brand and Device Model of the PLC to collect data. BL102 Gateway WAN port
connects to industrial Router R40 for internet access.

5.1 FX3U & S7-200SMART Connect to Gateway BL102

BL102 Gateway Wiring Diagram:

Mitsubishi PLC

Siemens PLC BL10Z Industrial Router R40
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Connect Siemens PLC S7-200SMART to Gateway BL102 LAN Port. Connect Mitsubishi PLC FX3U
to Gateway BL102 COM Port with RS232 to RS422 converting cable. Connect Industrial Router R40
to BL102 Gateway WAN port. Collected PLC data is sent to cloud through 4G industrial router R40.
Note: Both WAN and LAN ports can collect PLC data. This example is introduction to LAN port data
collecting. WAN port configuration is the same as LAN port configuration.

5.2 Configuration Software

Device, Datapoint and cloud connection should be configured.

5.2.1 Add Device and Datapoint

5.2.1.1 COM Port Configuration

COM port connects Mitsubish PLC FX3U with RS232 to RS422 converting cable. Configure it as
below procedure.

[@ 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X
QDevice Search [ New Configuration [Jilimport Configuration File u£xport Configuration File iRead Data i&we Data & Monitoring Log Ei’:i% @Abou(
- =

B5-E8 BL102UA

~{f2] LAN

- WAN

e

““‘ Alarms And Events
”a TaskPlan

[}*E DataServices

Name Value Unit Type Address Datatype Modbus Maps Address Modbus PLC Address MQTT Flag Enable  Ratio

Serial Port Attributes

Mode Selection | Collection -]
ication Pratocer

Device Brdnd Mitsubishi 2

--@, Transparent transmission

-@ Modbus RTU = Modbus TCP
& Modbus TCP Server Serial Port Settings
@ OPC UA Baud Stop Bit
=] @ Cloud
. Data Bit: Z ¥ Parity Bit | Even ™
B g (Even ]

@ MQTT Client Two

=
& Ali 10T Cloud

-@ HUAWEI 10T Cloud

-@ AWS IOT Cloud
—® Kingpigeon MQTT

--@, Kingpigeon Modbus

1) Double click COM1 to enter COM attribute configuration box.

2) Select data collection Mode

3) Select Mitsubishi as Device Brand and select FX3U as Device Model

4) Follow PLC FX3U RS422 port parameters to set the same baud rate, stop bit, data bit and parity
bit

(5) Click OK to confirm it.

Note: Click Save Data. COM port configuration will be effective after gateway restart automatically.

~_~ o~ o~ o~
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5.2.1.2 Add COM Port Device-Mitsubish PLC FX3U

|7 46 Industrial Gateway ConfigUrationToo! V1.0 www.iot-solution.com - X
QDevice Search [ New Configuration [Jilfimport Configuration File uExpon Configuration File iREad Data iSave Data g Monitoring g Log E‘I.Z% @ About

T
B2-E8 BL102UA Name  Value Unit Type  Address Datatype Modbus Maps Address Modbus PLC Address MQTT Flag Enable  Ratio

5]

& TAN

WAN
Stk Device Information
g Alarms And Events e . o
¥ TaskPlan —
ﬂms DataServices Device Properti

@ Transparent transmission
@ Modbus RTU = Modbus TCP
@ Modbus TCP Server

~@ OPC UA
584§ Cloud
@ MQTT Client One
—@& MQTT Client Two
@ Ali 10T Cloud

-@ HUAWEI 10T Cloud
—@ AWS 10T Cloud

-@ Kingpigeon MQTT

@ Kingpigeon Modbus

(1) Click COM1, right click it and click Add to enter device configuration box

(2) Set Device Name at random like FX3U

(3) Click OK to confirm adding FX3U PLC.

Note: After confirming configuration, FX3U device icon will appear below COM1. To add more
devices, follow the same steps (1)-(3)

Note: Click Save Data. Gateway will restart automatically and adding PLC FX3U is effective

5.2.1.3 Add FX3U Datapoints

Below is example of collecting PLC FX3U datapoints YO-Y7 & DO-7

[73 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X

QY Device Search I New Configuration [lfimport Configuration File [gllExport Configuration File 4 Read Data ¥ Save Data & Monitoring (] Log n@a% @~bout

I

=-E8 BLioaua Name  Value Unit  Type  Address Datatype Modbus Maps Addres: Modbus PLC Address MQTT Flag Enable  Ratio
Yo v ) bool [} 000001 Y0 bleAndW none
B COM! ¥i ¥ 1 bool 1 000002 Y1 bleAndW none
| vz ¥ 2 bosl 2 000003 Y2 bleAndW none
¥3 ¥ 3 bool 3 000004 Y2 bleAndW none
~E AN
Y5 i Vari - 00006 Y5 bleAndW none
. o ariable Attributes
WAN 6 @ 00007 ¥6 bl AndW none
Jﬁ}) 4G ¥7 100008 Y7 ble And W none
Do Varisble Name | V0 varisbleUnit [ | 1ot DO bleAndW 1
,‘ Alarms And Events D1 < 00002 D1 bleAnd W 1
& Tasklan D2 Address Type Starting Address 0 00003 D2 bleAndW 1
D2 00004 D3 bleAndW 1
G2 Datasenvics i Doteype 1 08 | ddessOfbetnon [ ]|l ..
= D5 0006 D5 bleAndW 1
@ Transparent transmission D6 Data type 00007 D6 bleAndW 1
x o7 00008 D7 bleAndW 1
® Modbus RTU = Madbus TCP Read-Write Type [ Readable And Writak ~
@ Modbus TCP Server
= Modbus Maps Addresses 0 (0-2000) MQTT Flag vo
@ opCcuUA (Customizable)
£
: b
@ MQTT Client One

—&@ MQTT Client Two
@, Al IOT Cloud

@ HUAWEI 10T Cloud
—@ AWS 10T Cloud
-@ Kingpigeon MQTT

-@ Kingpigeon Modbus

(1) Click FX3U, move mouse cursor to the right box, right click mouse and click Add to enter
datapoint configuration window
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(2) Set datapoint name, for example, YO

(3) Variable unit: Set any unit as required.

(4) Address Type: Select the address type of Mitsubishi PLC register. Select Y for collecting YO
datapoint

(5) Starting Address: Input datapint register address, for example, YO register address in FX3U is O,
input 0

(6) Data Type: Select data type according to PLC register. For example, select bool for Y as it’s coll
type.

(7) Adding Qty: if consecutive addresses are collected, the same register can collect multiple
addresses.

(8) Read-write Type: Select from Read only and Read & Write according to PLC register.

(9) Modbus Mapping Address: Input the address where the collected datapoint is saved in BL102. It
can be any address from 0-2000 but can’t be repeated. For example, YO data is saved in register
address 0 of BL102

(10)MQTT Flag: can be any identification mark, but can’t be repeated. For example, set YO as the
MQTT flag of datapoint YO

(11)Click OK to confirm

Note: After clicking OK to confirm the configuration, datapoints will appear in the box lik above picture.

If more datapoints to be added, right click the box and click Add to enter datapoint configuration box,

repeat Step (2)-(11)

Note: Click Save Data. Gateway will restart automatically. After restarting, PLC FX3U datapoints are

added successfully

5.2.1.4 LAN Port Configuration

Below is the example of connecting Siemens PLC S7-200SMART to BL102 LAN port.
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[#7 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X

QDevice Search [ New Configuration [fillmport Configuration File uExport Configuration File iRead Data iSave Data £ Monitoring LDg n iz= @ About

ég BL102UA Name  Value Unit  Type  Address Datatype Modbus Maps Addresc Madbus PLC Address MQTT Flag Enable  Ratio
B COM1
]
~-@ FX3U
I "} R e e E_ﬂ1 Ethernet Settings
~UR 4G
‘ Alarms And Events DHCP () Routing (I
o
B Tl o

P}s DataServices
10} Transparent transmission

@ Modbus RTU = Modbus TCP

& Modbus TCP Server MAS Akl :
& oPCUA
E}-@ Cloud
-@ MQTT Client One
—@ MQTT Client Two
~@ Ali 10T Cloud

-@ HUAWEI |OT Cloud
& AWS IOT Cloud
@ Kingpigeon MQTT

-@ Kingpigeon Modbus

(1) Double click LAN to enter configuration box

(2) DHCP: enable auto IP distribution. Default is disabled.

(3) Routing: Enable network routing function. Default is disabled. For example, PLC S7-200SMART
does not need network. Thus it's necessary to enable it.

(4) IP Address: defaut is 192.168.3.1, the IP addresses assigned to LAN port devices must be within
the range. WAN and LAN IP address can’t be the same. For example, S7-200SMART IP is fixed,
then change IP address of gateway.

(5) MAC Addres: Input LAN port MAC address

(6) Click OK to confirm it

Note: Click Save Data and Gateway will restart. Turn off the power of Gateway and restart it. After

that LAN port configuration is done successfully

Note: LAN Port IP Address specifies the IP address arrange of LAN port device. If device IP address

is not within the range, data can’t be collected. Thus it's necessary to change LAN port IP address

according to requirement. IP Address change will not be effective until gateway is power off and
powered on again
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5.2.1.5 Add LAN Port Device-Siemens PLC S7-200SMART

E 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X
QDEV?C@ Search [ New Configuration [filifimport Configuration File |glExport Configuration File 4 Read Data ¥ Save Data B Monitoring jLog nﬂi;% @~Avout

=58 BLio2ua

Name Value Unit Type Address Datatype Modbus Maps Address Modbus PLC Address MQTT Flag Enable  Ratio

- COM1

I
é @ FX3U

:l IZ  Device Information

B O O0SMAR
Device Nan 57-200SMART (MAX30)

e Device IP [ 192.168.3.250

“g

R a5 Device Port [_102 | (1-65535)

‘ Alarms And Events . n

E TaskPlan

Device Mod (57 200SMART _~ ]
B-& DataServices

@ Transparent transmission

@ Modbus RTU = Modbus TCP

® Modbus TCP Server

@ oPCUA
B Cloud
-8 warT Cint one

@ MQTT Client Two
-@ Ali 10T Cloud

@ HUAWEI 10T Cloud
-@ AWS 10T Cloud

@, Kingpigeon MQTT
@i i Mo,

(1) Click LAN and right click mouse and click Add to enter device configuration box
(2) Device Name: set device name, for example, set S7-200SMART as device name.
(3) Device IP: input PLC IP address. For example, PLC S7-200SMART IP is 192.168.3.250, thus put

192.168.3.250 here. This is PLC IP address. PLC IP address and LAN Port IP address must be in
the same range.

(4) Device Port: input LAN port device port.

(5) Device Brand: Select Siemens as Device Brand and select S7-200SMART as device model
(6) Click OK to confirm adding PLC S7-200SMART

Note: S7-200SMART device icon will appear after confirming the configuration. If more devices to be
added, perform the same procedure as Step (1)-(6)

Note: Click Save Data and gateway will restart automatically. After restarting, PLC S7-200SMART is
added successfully

5.2.1.6 Add LAN Port Device PLC S7-200SMART Datapoints

Below is example of adding some datapoints of PLC S7-200SMART register Q & VW
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[FZ 4G Industrial Gateway ConfigUrationTool V1.0 www.lot-solution.com - X

QDevice Search [BjNew Configuration [Jilfimport Configuration File |gllExport Configuration File 4 Read Data ¥ Save Data & Monitoring [ Log EE‘% @ rbout

1

E!* BL102UA Nam. Valua _Linit Tun: Address  Diata tuna  WModhus Mans Addrece Madhus PLC Address MOTT Flan Foahl Bati
- Qo Q 0.0 bool B 000009 Qo ble And W none
H.,' comy Qi Q 0.1 bool 9 000010 Qi ble And W none
@, FX3U Q2 Q 02 bool 10 000011 Q2 bleAndW none
[oF] Q 03 bool 11 000012 Q3 bleAndW none
B3] LAN Q4 Q 04 bool 12 000013 Q4 bleAndW none
I Qs Q 05 bool 13 000014 Q5 bleAndW none
! Qs Q 06 bool 14 000015 Q6 bleAndW none
& WAN 0 bool 15 000016 Q JeAnd W nene
l\rwo W [ int16 8 400009 VWO bleAndW 1
Q) 46
" frret T 00T et t
V4, Vv 4 int16 12 400013 VW4 bleAndW 1
A Alarms And Events VW6 v 6 int16 14 400015 VW6 bleAndW 1
B TaskPlan Ve vy S int16 16 400017 vWwe  bleAndW 1
8 & Dataservices EZ] Variable Attributes
@, Transparent transmission
= P Varisble Narme [ vwo | Vaiable Uit ]
@ Modbus RTU = Modbus TCP
@, Modbus TCP Server 5 =
Data type In DB Address Offset In DB
@, OPC UA -
B~ Cloud Data type int16 g
@, MQTT Client One Read-Write Type [ Readable And Writak « Ratio 1
~@ MQTT Client Two My e R it 8 w2000 MQTTFlag [ vwo
—@, Ali 10T Cloud (Customizable)
N [——]
© HUAWEI 10T Cloud
SR
--@, AWS 0T Cloud
~@ Kingpigeon MQTT
@ Vinani Ao,

(1) Click S7-200SMART, move mouse cursor to the right box, right click the mouse and click Add to
enter datapoint configuration box

2) Variable Name: Set the name of datapoint, for example, VWO

3) Variable Unit: set any unit according to actual requirement

4) Address Type: select address type according to PLC register. Here VWO address type is VW

5) Starting Address: Register address of datapoint. Here VWO address is 0

(
(
(
(
(6) Data Type: select data type according to PLC register type
(7) Adding Qity: If addresses are consecutive, the same register will collect multiple addresses.
(8) Read-Write Type: select from Read only and Read & Write.
(9) Ratio: set the ratio to be multiplied or minified for uploading to cloud
(10) Modbus Mapping Address: Set address where datapoint will be saved in BL102.

Modbus mapping address can be any from 0 to 2000 and it can’t be repeated

For example, set 8 as VWO mapping address
(11)MQTT Flag: It can be any identification mark and can’t be repeated. For example: VWO
(12)Click OK to confirm.
Note: After confirming the configuration, datapoints will appear in the box like above picture. To add
more datapoints, right click the box and click Add to enter configuration box. Perform the same
procedure as Step (2)-(11)
Note: Click Save Data. Gateway will restart automatically and S7-200SMART datapoint is added
successfully.

5.2.2 Upload PLC FX3U & S7-200SMART Data to Cloud

Below is the example of unloading PLC FX3U & S7-200SMART data to Modbus TCP Server, OPCUA,
Alibaba Cloud, HUAWEI Cloud, AWS, and King Pigeon Cloud via MQTT & Modbus simultaneously.
MQTT Client One and MQTT Client Two are for private platform and support connection with
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certificate. Configuration procedure is the same as King Pigeon cloud via MQTT.

5.2.2.1 Modbus TCP Server Configuration

E 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com =

QDEVE(e Search [INew Configuration Import Configuration File HExport Configuration File iRead Dﬂtﬁli&‘"e Datal Monitoring Log nnlé.%' @About

&2 BL102UA

Basic Information
& COM
P @ XU
é}» LAN
f
@, S7-200SMART ool ropammrrin e, siiise shabin giay reprasetits .ol iabus
& wan Gateway Name | KingPigeon | (MAX15)  Kingpigeon Modbus Online Status @ —Pas—Device Name _Online Stan:
g § ) com1 XU -
“R) 4G Gatewway Thme @I Modbus TCP Server |Paeen MQTT Online Status 8 -
—# Alarms And Events Device Model |-set up T Client One Online Status @
—8 TaskPlan i, IT Client Two Online Status (i}
B DataServices Ethemet Port (_wan_ -] o e
Signal Strength = . T Cloud Online Status
--@, Transparent transmission Port[ 02 )01-655%9)

4G Module Model

WEI 10T Cloud Online Status (@
& Modbus RTU = Modbus TCP

IMEI 10T Cloud Online Status
(N .
Mobile operators 16811 |(_Ping |
~& OPCUA | pouble dlick to set properties : — - et
8 & Cloud siMicaiD | 89860043191574315142 [ wwwbaidu.com | (TPing ) [

i SIM Registration Status
-@ MQTT Client One 4 ®

- @, MQTT Client Two
—@, Ali 10T Cloud

@, HUAWEI 10T Cloud
—@, AWS 10T Cloud

Refresh l

—@, Kingpigeon MQTT
@ K i Maodhu

(1) Doubel click Modbus TCP Server to enter configuration box

(2) Ethernet Port: Select WAN (In this example, industrial router R40 is connected through WAN) .
Click WAN to view its IP address: 192.168.1.164

(3) Port: This gateway is used as Modbus TCP Server monitoring port. Input any port within range
1-65535. For example, put 502

(4) Click OK to confirm the setting of Modbus TCP Server.

(5) Click Save Data. Gateway will restart automatically. After restarting, Modbus TCP Server
configuration is done successfully.

5.2.2.2 View Data in KEPServerEX 6

Gateway provides data as Modbus TCP server. Modbus TCP host computer will collect data from
BL102, like SCADA, MES host PCs. Function codes supported for collecting gateway data: 01 & 05
for boolean data; 03 & 06 for numerical data. Below example is simulating KEPServerEX 6 as host
computer to collect BL102 data.
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QDevics Search [§New Configuration [Jilfimport Configuration File uapor’t Configuration File iRead Data is.ave Data 2 Monitoring

4G Industrial Gateway CenfigUrationTool V1.0 www.iot-solution.com

-x

@About

éﬂ:ﬂ BL102UA MName  Value Unit Type  Address Datatype Modbus Maps Addres:|Modbus PLC Addres§ MQTT Flag Enable  Ratio
Yo v 1] bool 0 000001 Yo ble And W  none
Y1 v 1 bool 1 000002 Y1 ble And W none
v2 v 2 bool 2 000003 ¥2  bleAndW none
¥3 v 3 bool 3 000004 ¥3  bleAndW none
¥4 v 4 bool 4 000005 ¥4 bleAndW none
E7@ S7-200SMART Y5 Y 5 bool 5 000006 Y5 ble And W none
¥6 v 5 bool [ 000007 ¥6  bleAndW none
WAN ¥7 v 7 bool 7 000008 Y7 bleAndW none
ok Do D 0 int16 0 400001 DO bleAndW 1
A 46 D1 D 1 int16 1 400002 D1 ble And W 1
& mis And Events D2 D 2 int16 2 400003 D2 bleAndW 1
¥ D3 D 3 int16 3 400004 D3 bleAndW 1
a TaskPlan D4 5] 4 int16 4 400005 D4 ble AndW 1
- . D5 D 5 int16 5 400006 D5 ble And W 1
B8 DataServices D6 D 6 int16 5 400007 D6 bleAndW 1
@' Transparent transmission D7 D 7 int16 7 400008 D7 ble And W 1
@ Modbus RTU = Modbus TCP
@, Modbus TCP Server
@, OPC UA
8- Cloud
-@ MQTT Client One
—@ MQTT Client Two Right click to add variable point, doyble click to display variable point attribute
& Ali 10T Cloud
@ HUAWEI 10T Cloud
—@ AWS 10T Cloud
—@&, Kingpigeon MQTT
@ Kinaninsnn Madhus
2 1-KE -
Hn REO #BV IEM R BEIH)
lgde|lRugd®F 94 ad x| B
fHAEH jialy Hipka! e s iz
Do 40001 Word 10 %
[=h| 400002 Word 0 %
3 BLIZUAOPC UA 402 40003 Vord 0 %
£ eLicauaore A 403 40oo4 Word 0 b
B S] gatenay i D4 400005 WMol 00 5
T coml_FX3U @05 400006 ) BIREE - BLI02-TCP ServerBLI2 b4
{3 lan_S72005MART 06 400007 ~
EETH @07 400008 Bt Bl o
4,8 SR AITR [t 1000 N 337 BLioz
;}, 2= ! s (s w'gﬁﬁ Mocbus TCP/IP Eheret
gﬁ] Advanced Tags 02 000011 a 3%1 lodbus e
C Nams & Everts frlee] 000012 [ LL: Modbus
(-8 Data Logger Ao 000 et RiENE BLIO2-TCP Server
-BlfEsa 205 e Fee ] [ B AR
() EFM Exporer : RERARE S gfEs
el 205 000015 tenE -
38 Add Pol Group. 207 o G HimhE R
8 IDFfr ok sl VAP 0 =
) Add Splurk Connection WE o i
e T Gdenay (=N 40011 Wk ks
T8, et awi anm k<) L 2
- Loc Hitoran WG 40ous T®
) Add Datestore. g 400017
£l Schedder @ 00081
(@ Add Schedue... (=N 000002
(2@ SHIMP Agert vz 00003
(2] Add pgent an 00004
» {REIRAIRD
(=0 00007
v 00008 -
Hilig i Wk i HE
£ b4
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H/EE WEV) L

Z R) #EIH)
DS | &0

VEdF| s R X|E
=@ e i [t P il SHREE i HAg
1) i FE ) ﬂw w::‘ 100 ;ﬂl
SR | ﬁmﬂcr Server
po g =32 oy e =
-9y BL102UAOPC UA &p2 400003 ‘Word 100 x
B B «dD3 400004 Word 100 X,
[} SRR €204 400005 ‘Word 100 x
Sig s 400006 Wrd 100 %
4] Advanced Tags D6 400007 Word 100 E
g Alams & Events &4 D7 400008 ‘Word 100 x
g‘;‘a%ga;; 2 % B8 - BL102-TCP Server.BL102.00 X
O & Rl
& IDFfor Splurk b
&) Add Splunk Connection i
2l loT Gateway
£, Add Agent
D) Local Historian L £
Oﬂ] Add Datastre B 5
Scheduier HERE @) 10
@{ Add Schedue
SNMP Agent
{&] Add Agent
%
RIS
[ WE A i ah
72 Kepware KEPServerEX.VE TFID | #ipsem |ig | Tmestamp | Guaity | Update Count
- €IBLI0-TCP Senfer BL1D2 VWO Word 3 165240185 B 2
EIBLINTCP Senfer BL10200 Bodkean 1 165256163 B 17
- IBLINATCP Senfer BL10207 Bodkean 1 165256163 B 7
BH gig Ze”“"‘f;”a':;””‘““‘””Se“a"m‘“” EBLINTCP Serfer BLTO200 Word 7 164715767 o 2
il (EIBLINZTCP Serfer BL10ZD7 Word 85 16:47:33.166 b 2
IBLINATCP Senfer BLIO2 YD Boean 1 164651167 B 2
- ; CIBLINTCP Senfer BLID2 YT Boslean 1 16455416 B 2
BLI02TCP SeverBLITR, Sytem CIBLINTCP Senfer BLI02 D1 Word 0 164551172 B 1
ALI02UAORC UA Sisties CIBLINATCP Senfer BLI2 D2 Word 0 164551172 B 1
L102UAOPC UA.:System (@IBL102-TCP Senfer.BL102D3 Word 0 164551172 i 1
BLI02UAQPC UABLIGZUAORC UA_System BLI02TCP Sener BL10204 Word 0 16:4551172 B 1
L102UAORC UABL1D2UADPC UA gatewsy TBLI0TC Serfer BL102 05 Word [} 16:4551172 B 1
| _Seatistics EIBLINTCP Senfer BL102.06 Word 0 16:4551172 B 1
|_Sysem EIBLINATCP Senfer BL10201 Bodkean 0 16:4551174 B 1
B IBLIOATCP Senfer BL10202 Bodkean 0 164551174 B 1
BIs_Syten IBLIOATCP Senfer BL10203 Bodkean 0 164551174 B 1
LT Siatstos (EIBLINZTCP Senfer BL10ZG4 Bookean ] 164551174 g 1
HRAELERL. Systen (IBL10TCP Senfer BLI0205 Boclean ] 164551174 B |
A 16 i
mxiﬁ_‘ﬂmg‘ﬁ-—s"m L102-TCP Serfer BL10206 Boolean 0 164551 17 e 1
IRV 16 R BEEE BLI0XTCP Serjer BL102 VW2 Word 0 164551172 B 1
HIRAALTR 16 e K 7
s T B L L BT BL102-TCP Senfer BLIDZ WA Word ] 16:45:51.172 & 1
B 6688 R
nih s song e BLIDZ WG Word 0 164551172 Bir 1
iy m&’%_ Pl er BLIDZ VWS Word ] 164551172 B 1
?E%Eﬁ'\ﬁﬂ BfEE B ] er BLI02.Y1 Boalean 0 16:45:51.174 Bl 1
(EAAITL S (LS KR erBLI02.Y2 Boolean 0 16:45:51.174 Rl 1
AT 8 IBLINATCP Senfer BLI02Y3 Bodlean 0 164551174 B 1
HRALTH 8 (g% R EFTFE
(A 3 L S FAE BLIOETCP Senfer BLI02 Y4 Bodkean 0 164551174 B 1
BLIOTCP Senfer BLI02YS Boclean 0 164551174 B 1
IBLINATCP Senfer BLID2YS Bocean 0 164551174 B 1
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5.2.2.3 OPC UA Configuration

|7 46 Industrial Gateway ConfigUrationToo! V1.0 www.iot-solution.com - X

QDevice Search [ New Configuration [lfimport Configuration File uExpon Configuration File iRead Data |* Save Data | Monitoring [gLog B @About
568 sL1020A

Basic Informati:

& COMI
|t
[ CRPElY
e Lan
T
—& S7-200SMART OPC UA resents the enline status, gray represents the offline status
-] waN Gateway Name| @) Enable igeon Modbus Online Status @ | Port  Device Name  Online Status
o 40 . : : com1 FX3U [}
iy Gotoway Time| | gy o igeon MOTT Online Status @ | an  s7o00smarr ]
A Alarms And Events Device Model port [ 4820 (1-65535) || Client One Online Status @
B TaskPlan IT Client Two Online Stat
E Version| | Anonymous @) ienio Orlive et N
-3 DataServices
- i ol Shongh User [ ]MAXSO) |b1 Cloud Online Status o)
@ Transparent transmission
e
4G Module Model Passwerd (] vax50) |l 10T Cloud Online Status @
& Modbus RTU = Modbus TCP
® Modbus TCP Server IMEI 10T Cloud Online Status
Mobile operators Certficate [ ][] b21681.1 |(Ping) @
B & Cloud SIM ICCID (G B | mre (e @
ou Double click to set properties 3
- SIM Registration Status Iox l Cancel
@, MQTT Client One
—@ MQTT Client Two e I
—@ Ali 10T Cloud
@, HUAWEI IOT Cloud

—®, AWS 10T Cloud
—®@, Kingpigeon MQTT
L L@ Kinoni

(1) Double click OPC UA to enter configuration box

(2) Click Enable to enable(green color) OPC UA. Default is disabled(gray color).

(3) Ethernet Port: Select WAN (This example is connecting router R40 through WAN)
Click WAN to view its IP address: 192.168.1.164

(4) Port: OPC UA Port, default is 4840

(5) Anonymous: If enabled, OPC UA can be connected without ID and password

(6) User, Password: only to be set when anonymous is disabled

(7) Security Policy: Select connection encryption policy(This example is connecting without
encryption, thus select None)

(8) Certificate, PrivateKey: This example is connecting without encryption, then it's not necessary to
upload certificate and privatekey.

(9) Click OK to confirm OPC UA configuration

(10)Click Save Data. Gateway will restart automatically. After device restarting, OPC UA is
configured successfully.

5.2.2.4 View Data in KEPServerEX 6

Gateway BL102 provides data as OPC UA server. View data in KEPServerEX 6 as below:
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Hloime x| E

REE e D e
[MBLioauacpc ua OFCUA
) com_FX3U €1 ERER - BL102UA-OPC UA X
{2 lan_S7-200SMART
g8 I ETH
2 4 St
€4 Advanced Tags x
[} é Mams & Events
& Data Logger
-B1Em
(D) EFM Exporter
B Add Pol Group...
1 IDF for Splunk
{Z) Add Spiunk Connection
gl loT Gateway
- @5, Add Agert:
1) Local Historian
3 Add Datastore
£1-fg] Seheduler
@ Add Schedule.
=-®F SNMP Agent
- {&] Add Agert.
BME e BH EA #8
DS HR MR OEE =9 B x| E
o@mrs HFREH s #himseal {3HiEE i ]
T E‘J] Eﬁ% e e ZIFRIU_D0 ns=1,g={00090000-00006660-...  Word 100 EA
BL102 6 Fxau_D1 ns=1:g={00090001-0000b660-..  Word 100 ES
< BLIDZUAOPC UA 62 Fx3U_D2 ns=1g={00030002-0000b660-..  Word 100 x
& % BL102UAGRC UA <1 Fx3u_D3 ns=1g={00090003-0000b660-..  Word 100 #
gateway 2 FX3U_D4 .. Word 100 x
= comi T30 ] < Fx3u_Ds ns=1,g={00090005-0000b660-...  Word 100 x
[ lan_57-200SMART < FX3U_D6 ns=1,g={00090006-0000-b660-.. Word 100 x
[EbEo ] 6 Fx3U_D7 ns=1g={00090007-00006660-...  Word 100 EH
HREAIT < Fau_vo ns=1g={00010000-0000b660-.. Boolean 100 ES
- Bl 6 FX3U_Y1 ne=1,g={00010001-0000b860-..  Boolean 100 x
€| Advanced Tags a1 Fx3U_Y2 Boolean 100 b
é Aams & Events 62 FX3U_Y3 Boolean 100 x
> Data Logger <21 FXau_va Boolean 100 x
-BlEnesa i FXaU_YS Boolean 100 5=
= Q_%MA;";S&M 2 FXaU_Y6 ng=1:g={00010006-0000b660-..  Boolean 100 E
P . U7 ns=1g={00010007-0000b660-.. Boolean 100 x
& 1DF for Splunk
D Add Splurk Connection..
- 2l% 10T Gateway
B, Add Agent...
5-£%) Local Historian
FJ Add Datastore.
-] Scheduler
i Add Schedule
=@ SNMP Agent
{&] Add Agent
! ATEER [ b el FHEEE il HER
m’%’ﬁ iz f57-2005MART_20 ns=1;g={01010000-0000660-..  Boolean 100 E
Lo sLioz 1 S7-200SMART_Q1 Boolean 100 x
-9 BLIC2UAOPC UA 1 S7-200SMART_Q2 Boolean 100 x
) BLID2UAOPC UA 4 S7-200SMART_Q3 Boolean 100 B
57 gateway 21 S7-200SMART_G4 Boolean 100 %
2 3 S7-200SMART_Q5 Boolean 100 %
4 S7-200SMART_Q6 ns=1;g={01010006-0000-0660-... Boolean 100 x
1 S7-200SMART_Q7 {01010007-00000660-..  Boolean 100 %
£ 57-200SMART_VW0 {010c0000-0000-6660-..  Word 100 B
> {1 57-200SMART_Ww2 ns=1;g={010cD002-0000-0660-..  Word 100 %
&R Advanced Tags {21 S7-200SMART_VW4 ={010c0004-0000-0660-...  Word 100 %
E g Aams & Everts 41 57-200SMART_VW6 ns=1:g={010c0006 0000-066C-..  Word 100 %
E gal‘;ﬁ%iﬁﬁ 7 57-200SMART_VW3 {010c0008-0000b660-.  Word 100 b
FEE

(@ EFM Exporter

8 Add Poll Group
& IDFfor Splunk

D Add Splunk Comnection.
£ 10T Gateway

£, Add Agent.
%) Local Historian

¥ Add Datastore
Scheduler
Add Schedule.
NMP Agent
{&] Add Agent.
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ODF M cfe | & 1 X
I+ Kepware. KEP ServerEX.V6 IR ID | #rmem e Timestamp [ Qualty Update: Court
8 DataLogger (@BL1D2UAOPC UA BL102UAOPC UA gatewaylan_S7-200SMART S7200SMART_VWO  Word 8 17.1357.501 B E3
g System (€BL102UAOPC UA BL102UAOPC UA gatewaylon_S7-200SMART ST200SMART VW2 Word 0 17:1357.501 i B
- i R €BL102UAOPC UA BL102UAOPC UA gatewaylon_S7-200SMART ST200SMART VW4 Word 0 17.1357501 i B
e st ik BLID2UAOPC UA BL102UAOPC UAgateway lan_S7-200SMART S7-200SMART_VW6  Word 0 17:1357501 i B
s i BLID2UAOPC UA BLT02UAQPC UA gateway lan_S7-200SMART S7-200SMART VW8 Word 18 17:13:57502 B 7
8 B S €9BL102UAOPC UA BL102UAOPC UA geleway lan_S7-200SMART S7-200SMART_Q0 Boolean 1 17:09:71 491 B 2
&0 BLI0S-TCP Serve BLIO2. Sitiscs EBL1D2UAGPC UA BL102UAOPC UA getewaylan_S7-200SMART S57-200SMART_Q1 Boolean 0 17:08:11 481 Bt E
9 BLI02-TCP Server BLID2 Syt (€BL102UAGPC UA BL102UAOPC UA gateway lan_S7-200SMART S7200SMART_G2 Boslean 0 17:08:11 452 B 2
£ BLIDZUAOPC UA._Stafisies @BL102UAGPC UA BL102UAOPC UA gateway lan_S7-200SMART S7-200SMART_G3 Boslean 0 17:08:11 452 Bt E
3 BLI02UADPC UA System (€BL102UAGPC UA BL102UAOPC UA gateway lan_S7-200SMART S7-200SMART_Q4 Boolean 0 17:08:11 452 Bt E
S D103 00 LA BLAGILA BRC LA @BL102UAPC UA BL102UAOPC UA gatewaylan_S7-200SMART.S7200SMART_Q8 Boslean 0 17:08:11 492 Bif E
E BL102UA-OPC UA BL102UA-OPC ngaenzl DBL1D2UAPC UA BL102UAOFC UA galewaylan_S7-200SMART.S72008MART_Q8 Bodlean 0 17.08:11 452 Bar F
DBL102UAPC UA BL102UAOFC UA galewaylan_S7-200SMART.S7200SMART_Q7 Boolean 1 17.08:11 482 B E
-2 4 stem @BL102UAOPC UABL102UAOFC UA galeway.coml_FX3U FX3U_DO Word 7 17.01:50464 Bif 4
|E3BL102UAOPC UA BL102UAOFC UA gateway.coml_FX3U FX3U_D7 Word 8 170150473 B 4
_System EIBL102UAOPC UA BL102UAOPC UA gateway.coml_FX3U FX3U_D1 Word 0 17:01:50472 B 3
_Statistcs @BL102UAOPC UA BL102UAOPC UA gateway.coml_FX3U FX3U_D2 Word 0 17:01:50472 e 3
System (BL1D2UAOPC UA BL102UAOPC UA galeway.coml_FX3U FX3U_D3 Word 0 170150472 B 3
16 1 _System | BLID2UAGPC A BL102UADPE UA gateway.coml_FX3U FX3U_D4 Word 0 17.01:50472 o 3
j 0 }i?g ﬁigi BLID2UADPC UA BL102UADPC U gateway.com1_FX3UFX3U_D5 Word 0 170150472 B 3
i BLID2UAOPC UA BL102UAOPC UA gateway.com1_FX3UFX3U_DE Word 0 170150473 B 3
I 5 Bt €3BL1D2UAOPC UA BL102UAOPC UA galeway.coml_PX3U FX3U_YO Boolean 1 16:46:51 961 R 2
B San €3BL1D2UAOPC UA BL102UAOPC UA galeway.coml_PX3U FX3U_YT Boolean 1 16:46:54 483 R 2
e e (€3BL1D2UAOPC UA BL102UAOPC UA geteway.coml_FX3UFX3U_Y1 Boolean 0 16:45:52475 R 1
18 (i K BT (€BLID2UAGPC UA BL102UAOPC UA galeway.coml_PX3U FX3U_Y2 Boolean 0 16:45:52476 Bt 1
18 (R A B €IBLID2UAGPC UA BL102UAOPC UA galeway.coml_PX3U FX3U_Y3 Boolean 0 16:45:52477 Bt 1
18 85 S S @BLID2UAGPC UA BL102UAOPC UA gateway.coml_PX3U FX3U_Y4 Boolean 0 16:45:52478 B 1
BLID2UAGPC UA BL102UADPC UA geteway.com_FX3U FX3U_Y5 Boolean 0 16:45:52479 B 1
BLID2UAGPC UA BL102UADPC UA geteway.com_FX3U FX3U_Y6 Boslean 0 16:45:5248D B 1
. . .
5.2.2.5 Alibaba Cloud Configuration
77 4G Industrial Gateway ConfigUrationTool V1.0 wwaviot-solution.com -X
! Qhwm‘ Search (W New Configuration Il'mc."| Configuration File uExpon Configuration File iﬂeac Data iSa‘.'r: Data Q Manitoring iog ankt @Atﬂm:
g Ali 10T Cloud
@) nable

Type  Port Device Variable Name

secretKey (_J) %509
ProductKey

DeviceName BL102

edt represents the onfine status, gray represents the of

Kingpigeon Modbus Online Sustus @

DevieeSecret [ 1 Kingplgeon MQTT Onfine Status ()

R —

MQTT Clignt One Online Stars @
MGTT Client Two Online Status )

Ali i0T Cloud Online Status

HUAWE! 10T Clowd Online Ststus. @

AWSIOT Cloud Online Status
J(Fea] @
P @

Automatic data upload cycle

192.168.1.1

oK J Cancel P

-
|- @ MQTT Client One
{=@ MQTT Client Two f 1

Refresh
r'; HUAWEI IOT Cloud

!

=@ AWS 10T Cloud
=@ Kingpigeon MQTT
!_ﬂ Vinanl el

SIM Registration Status ()

(1) Double click Ali IOT Cloud to enter configuration box

(2) Click Enable to enable(Green) Alibaba Cloud. Default is disabled (Gray )

(3) Secret Key/X.509: Click it to move the button on the right for connecting with certificate. Default is
connecting with Private Key with button on the left

4) Product Key: Input the same ProductKey as the one in Alibaba cloud

5) Device Name: Input the same device name as the one in Alibaba cloud

6) Device Secret: Input the same device secret as the one in Alibaba cloud

7) Region: Select Alibaba cloud region. Default is East China 2(Shanghai)

(
(
(
(
(8) Root Certificate: Upload root certificate if connecting with certificate is enabled
(9) Client Certificate: Upload client certificate if connecting with certificate is enabled

(10) Client Secret Key: Upload client secret key if connecting with certificate is enabled

(11) Automatic Data Upload Cycle: Cycle time of data uploading, default is 30s

(12) Datapoint Uploading Selection: select the datapoints to be uploaded on the right box. In default

the box is blank with all datapoints to be uploaded.
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(13) Click OK to confirm the setting

(14)Click Save Data. Gateway will restart automatically and Alibaba cloud is enabled successfully.
Open configuration software and login the device. Alibaba cloud connection status can be viewed
from basic information. If indicator button is red, it means device is connected with Alibaba cloud.
Slave device connection status can be viewed from the right box

5.2.2.6 View Data in Alibaba Cloud

Add datapoint to Alibaba Cloud as below picture. Make sure datapoint mark is the same as MQTT
flag in configuration software. For example, MQTT flag of datapoint VW8 of PLC S7-200SMART is
VW8 in configuration software, then set VW8 as datapoint mark in Ali Cloud. Function name and
variable name can be different.

arf: » D22XEF » D226 » BLEFIES » BLI10ZESZ v O 3
@ 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X
QDevice Search [ New Configuration [@lmport Configuration File uExport Configuration File iReEd Data isdve Data Monitoring Lug ﬂ%% @Abuut
1
=] E BL102UA Name  Value Unit Type Address Datatype Modbus Maps Address Modbus PLC Addres{ MQTT Flag | Enable  Ratio
Qo q 0.0 bool 8 000009 ao le And W none
"‘-: GO a1l o] 01 bool 9 000010 at le And W none
L@ Fx3u Q2 Q 02 bool 10 000011 Q2 le And W none
i o3 Q 03 bool 1 000012 Q3 le And W none
EHE LAN Q4 Q 04 bool 12 000013 fe73 le And W none
i . [+5] Q 05 bool 12 000014 as le And W none
Qs o] 06 bool 14 000015 as le And W none
] WAN a7 Q 07 bool 15 000016 a7 le And W none
i VWO W o int16 8 400009 Vwo leAndW 1
‘R 46 w2 VW 2 int16 10 400011 w2 le And W 1
@ Alarms And Events VW4 ww 4 int16 12 400012 w4 leAndW 1
. VWG ww 6 int16 14 400015 VW6 le And W 1
B TaskPlan VW8 W 8 int16 16 400017 yws le AndW 1
=] E DataServices
@ Transparent transmission
8, Modbus RTU = Modbus TCP
& Modbus TCP Server
@ OPCUA
B Cloud
--@ MQTT Client One
~-@, MQTT Client Two
@ Ali 10T Cloud
—®& HUAWEI 10T Cloud
-@, AWS 10T Cloud
-@ Kingpigeon MQTT
@_insni e,
& Public Instance loT Platform /  Devices / Products / Product Details / Define Feature

Default Module

CA Certificate
Add Standard Feature A

Default Module

Maintenance +Add Module
Propert

Resource Allocation

Link Analytics Properti

s ange: 2147483648 - 214748
Propert

Documentation and Tools o 2147483648 ~ 214748
Propert

ange: 2147483648 - 214748
Propert
Propert a7 (custom)
8ol

Propert a5 (Custorn) @ oclean 0-=

Data received in Alibaba cloud:
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H () Alibaba Cloud

< Public Instance

Devices
Products
Groups
Jobs
CA Certificate

Rules .

Maintenance

Resource Allocation v

Link Analytics

Link Visual

Documentation and Tools

@ Workbench [ China (Shanghai) v

IoT Platform / Devices

BL10x-miyao o

Device Information

Enter a module name

Default Module

swpot A B O W @ EN

E (D AlibabaCloud & Workiench  China (Shangnai v

€ Public Instance

Devices

Products

Devices

Groups

Jobs

CA Certificate

Rules v

Maintenance

Resource Allocation v
Link Analytics
Link Visual v

Documentation and Tools

n Expenses  Tickels 1P Enterprise
Devices /. Device Detaits
Topic List Device Shadow = Manage Files = Devicelog = OnlineDebug = Groups  Task
Invoke Service
Q Enter Q Real-time Refresh
Property denter Property Name Data Type Updated Vlue Expected Valve Actions
00 00 Jon 29,2021,0913293%0 u jew Data
o1 o1 o . View Dats
02 02 int Jun 29, 2021, 09:13:29390 0 - View Data
03 03 Jun 29,2021,0913293%0 o
D& D4 int Jun 29, 2021, 09:13:29390 0 - View Data
D5 D5 int Jun 29, 2021, 09:13:29.390 0 3 View Data
06 06 Jun 26,2021,0913293%0 ) View Data
o7 o7 21,091329390 & .
o) Qo bool Jun 29, 2 9.390 160 - View Data
bool Jun 29,2021,09:1329390 2
Egenses Tickets ICP Enteprise Swpot A B O W @ E
s Qs bool Jun 29, 2021, 09:19:02918 0(3%) View Data
Qs Q6 Jun 29, 2021, 09:19:02918 0% = View Data
Q7 a7 bool Jun 29, 2021, 09:19:02918 0(%) - View Data
wio o int Jun 29, 2021,09:1902918 s - ViewDta
Vw2 w2 int Jun 29, 2021, 09:12:02918 0 o] View Data
e wa int Jun 29,2021, 091902918 0 - View Data
wis ve int Jun 29, 2021,09:1902518 0 S View Data
vwe wwe int Jun 29, 2021, 09:12:02918 0 3 View Data
Yo Yo 21, 09:19:02918 160 N View Data
n n 29,2021, 091902918 ) - ViewDats
¥2 y2 bool Jun 29, 2021, 09:12:02918 0(0) - View Data
v n bool Jun 29,2021, 091902918 0w - View Data
v v oot Jun 29, 2021,09:1902518 i) - View Dats
¥s 5 Jun 29, 2021, 09:12:02918 0(0) s View Data
v ve bool 09902918 i) - View Data
A \d ool Jun 29, 2021, 09:19:02918 m = View Data
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5.2.2.7 HUAWEI Cloud Configuration

@ 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com

QDevice Search [ New Configuration [Ml#import Configuration File HExpcr‘t Configuration File iRead Data isa“e Data Monitoring Log n e

@Abom

— X|

TEg DLTUZUA

?- COM1 [Basimn&:rmmion
|
| @ U =
{ = L) HUAWEI IOT Cloud
] LAN
8 ) Enablc!
b y
@ S7-200SMART | ¢ Address Variable Point Type _ Port e Variable Name
status
& waN Server IP/ Domain Name. [« ~ maves.onnozen | || | Variable Point | COMT | FX3U | o :
Name  Online Status
e 4G Variable Point | COM1 FX3U vi
i e e Variable Point }com } FX3U } v2 o -
- Alarms And Events ariane Fom - SR L]
% Variable Point | com1 | FX3U | v3
-~ TaskPlan Secret Kev (I X509 Variable Point | com1 | FX3U | va
B-& DataServices Devica D [ _ : Variable Point | com | FX3U | ¥s
@ Transparent tra b [ 5 ] Varisble Point | com1 | FX3u | v6
@ Modbus RTU = Varisble Point | com1 | FX3U | v7
) s =
Root Certificate : = Variable Point | com1 | FX3U | Do
@ Modbus TCP Se| - . =
@ OPCUA Variable Point | com1 | FX3U | D2
a q';‘,) Cloud sRbidaniiatias Varisble Point | com1 | FX3U | D3
8 varrcieno] Sk (] o] wwiosepome_Jcon| pon | o
n n n
@ MQTT Client Tuj| Automatic data upload cycle (10-9995) HPHBIETAIRE S EORMEL 220 T B
© All 10T Cloud MQTT Data retransmission{_JD)
| ~
[
“@ AWS I0] pouble dlick to set properties |

@, Kingpigeon MQTT
—&, Kingpigeon Modbus

S - g
QDevice Search [ New Configuration [Jilflmport Configuration File uExport Configuration File iRead Dat4 iSave Datal Monitoring Log El%% @Abou(

(&g PLTUZw.

|77 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com

- COM1 [Bas\(
‘e
-@ F3U =
[E} = o HUAWEI 10T Cloud
3] LAN
€ e
i :
@ S7-200SMART | -Connection Address iy e g e Torer Vol Fame
P status
—{E3] WAN Server IP/ Domain Name | = iot-mgres. ca-noren-] Variable Point | LAN | s7-200SMART | Qo
Name  Online Status
) Variable Point LAN |  s7-2008MART a1 -
A 46 Sotver Port (1-65535) - - | | | -
N Alariis And Events Variable Point | LAN | S7-200sMART | Q2 osMART -
5 c Variable Point | LAN | §7-200SMART | Q3
B TaskPlan secret Key (I x.509 Varible Point | LAN | s7-200sMART | a4
B DataServices Device ID [ = } Variable Point | LAN | s7-200MART | as
@ Transparent tra ey [ - ] Variable Point | LAN | S7-200sMART | Q6
Variable Point LAN |  s7-2008MART ar
@ Modbus RTU = > | | |
Root Certificate Variable Point | LAN | S7-200sMART | vwo
® Modbus TCP Se - -
T : Variable Point | LAN | S7-200sMART | w2
& OPCUA Variable Point | LAN | s7-200MART | vwa
=] @ Cloud et Variable Point | LAN | S7-200sMART | VWE
: Service ID S7-200SMART Delet Variable Point LAN | s7-2008MART vwa
@ MQTT Client O it - ariable Point_ | | |
@ MQTT Client T Automatic data upload_ =
@ Ali 10T Cloud MQTT Data retransmission | oK | Cancel
-@ AWS 10T Cloud |
—@® Kingpigeon MQTT
—@ Kingpigeon Modbus

(1) Double click HUAWEI IOT Cloud to enter configuration box

(2) Click Enable to enable(green) HUAWEI Cloud. Default is disabled(gray)

(3) Server IP/Domain Name: input HUAWEI Cloud connecting address(Login to HUAWEI Cloud,
enter console, click overview to get server IP address)

(4) Server Port: Default is 1883 for connecting with secret key. If connecting with certificate is
selected, server port is 8883

(5) Secret Key/X.509: click it to move the button on the right to set connecting with certificate. In
default the button is on the left with setting of connecting with secret key.

(6) Device ID: set the same device ID as the one in HUAWEI Cloud

(7) Device Secret Key: Set the same device secret key as the one in HUAWEI Cloud
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(8) Root Certificate: Upload root certificate if connecting with certificate is selected

(9) Client Certificate: Upload client certificate if connecting with certificate is selected

(10)Client Secret Key: Upload client secret key if connecting with certificate is selected.

(11) Service ID: Input the same service ID as the one in HUAWEI Cloud. Mutiple service IDs can be
set. This example is service IDs FX3U and S7_200SMART

(12) Automatic Data Upload Cycle: Cycle time of uploading data, default is 30s

(13)MQTT Data Retransmission: Click it to enable(green) MQTT offline data retransmission once
network resumes. Gray indicates disabled

(14) Datapoint Uploading Selection: Right click the box to select datapoints for uploading. In default
the right box is blank with all datapoints to be uploaded. For example, select Service ID FX3U
datapoints to upload. Right click the box to enter datapoint box, select FX3U datapoint YO and
hold the mouse to drag it to uploading points. Click OK to confirm and the datapoint will appear in
the box. Select service ID S7_200SMART, right click the box to enter datapoint box, select
datapoint and click OK to confirm it.Click OK to confirm HUAWEI Cloud configuration

(15)Click Save Data. Gateway will restart automatically and HUAWEI Cloud is enabled successfully.
Open gateway configuration software and login device. HUAWEI Cloud connection status can be
viewed from basic information. Red indicates device is connected with HUAWEI Cloud. On the
right side, slave device connection status can be viewed

[ 4G Industrial Gateway ConfigUrationToo! V1.0 www.iot-solution.com -X

QDevice Search [ New Configuration [@limport Configuration File uExpor‘t Configuration File iRead Data iSave Data g Monitoring Log n B @About

(g DLTUZUR

E“-E DataServices

@, Transparent transmission

@ Modbus RTU = Modbus TCP
@, Modbus TCP Server

@, OPC UA

B @ cloud

@ MQTT Client One

@ MQTT Client Two

& Ali 10T Cloud

-@, AWS 10T Cloud
—@&, Kingpigeon MQTT

—@, Kingpigeon Modbus

G- COM1 Basic Informatio
i H
' ~@ FX3U
%:k LAN
T
@, S7-200SMART
_ WAN Red represents the online status, gray represents the offline status
(W 4G Gateway Name KingPigeon (MAX15) Kingpigeon Modbus Online Status . Port DE\/}&NBH]E Online Status
T COM1 FX3U [ ]
Gateway Time 16:49:43 09/11/2021 Kingpigeon MQTT Online Status = =
‘ Alarms And Events 4 laid @] v sz | ]
- Device Model [ BL102UA MQTT Client One Online Status @)
— TaskPlan Lasiian

e MQTT Client Two Online Status ()

Signal Strength 22 |Normal Range(14-31)

4G Module Model [ EC20CEFILGROGAOSMIG |

Al 10T Cloud Online Status [ ]

I HUAWEI 10T Cloud Online Status .l

AWS IOT Cloud Online Status

IMEI [ 861942050219741

Mobile operators | CHINA MOBILE

(e Jm) @
29860043191574315142 [ wwwbaiducom |(Ping ] @

SIM Registration Status ()

SIM ICCID

Refresh _]
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5.2.2.8 View Data in HUAWEI Cloud

HUAWEI CLOUD

IoT Platform

Default

e
modbus
Typ Json

v anufact finge

Model Definition

Import from Library

Online

bugging Topic Manag

Import from Local

eSpace  BLXXX
mMQrT

2021/01/22 11:1218

Import from Excel

GMT+08:00

Learn About Produs

Service List C
< =10 FX3U Type FX3U
Property Name Data Type Access Mode Description Operation
"o Integer Readable,Writable Edit | De
FXaU
" Integer Copy | Edit
S7_200SMART
2 Integer Readable,Writable Edie | De
v Integer Readable, Writable Copy | Edit | De
v Integer Readable,Wrtable Copy | Edit | De
s Integer Readable, Writable Edit | De
6 Integer Readable, Writable Edit | De
v Integer Readable,Writable &
Do Integer Readable Writable Copy | Edit | De
DI infeger Readable Vrlia: Copy | Edit | De
HUAWEI C
= loT Platform
Product Name  BLAS Resource Space  BLXKX
(&)
Deniit Device Type  modbus protocol MQrT
& oaTpe feon Crated 2021/01/22 111218 GMT+0800
Overview
0 Manufacturer  [inge
| Products
&)
Devices -
B8 Model Definition Online Debugging Topic Management
Rules - _—
& Add Servi | import fom tibrary | | import rom tocal | [ import from Excel L
Storage Management
@ "
oM x Service List ®cC Edit Property
s Senvice Service Type FX3U  Descriptiof
Resource Spaces
= 10TDA Instances ” ‘ Add Property
@ Description
® Documentation i - _ £
O w Il
API Explorer &
v I - -
10T Device Provisioning & e BatH Integer
O v 1
| Read ‘ writ
perm e write
VE) I " e
A ] 2147483647 ~| 2147483647
O v I
0
6 I
0O w ] "
I
01 I “ Cancel
10 v | Total Records: 16 gl 2 >
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e HUAWEI C D

= loT Platform
& Model Definition Online Debugging Topic Management
[EEEITR Defoutt
& \ import from Library | [ import from Loeal | [ import from el Learn About Product §
Overview
IS
Service List ®c
| products Senvice Service Type S7_200SMART  Description Maodify Servic
Devices - %
8 oy Edit Property
Rules v b
5] m| ne fon Operation
Storage Management S Narme
- [0 @ Copy | Edit | Delet
&M o -
0 a Description Copy | Edit | Delet
S Spaces
0 @ i Copy | Edit | Delet
| oTDA Instances o oy | i | et
® = Integer -
Documentation @ 4 0 e Copy | Edit | Delet
———
API Explorer & 0 o [ ead ﬂ Wiite Copy | Edit | Delet
IoT Device Provisioning [ @ = Copy | Edit | Delet
Value Range 2147483647 | 214783
0 a Copy | Edit | Delet
] wwo step 0 Copy | Edit | Delet
O we Copy | Edit | Delet
Unit
[0~ Total Records: 13 1
[ add command |
Command Name Command Parameters Response Parameters Operation
$7.200SMART QV.Q7VWoNws Copy | Edit | Delete
[0 ] wowlrecods1 <

HUAWEI CLOUD

= lof Platform Defics Putals:
Device Shadow Message Trace Malntenance Tags
Default
Overview BL10x BL101
ice i 8L evice Ya]
de |0 |j| Authentication Type  Secret  Re e
Regis Jan 22, 2021 12:06:20 GMT+08:00 Nod Jirectly connected
ur . ’
i irmmwar
‘
Latest Data Reported Quer All Properties c
@
YO Y1 Y2 Y3 Y4
R) Rule -
1 0 0 0 0
FraU> Fal Fxau Fau e
ouM s - ) ) i ) ,

HUAWEI CLOUD

umidity £ad-only 65
= oT Platform
power Read-only 1217
Default U Yo Read-only,writable
Ovicivie Vi Read-only Writable 0
draducts V2 Read-only,Writable 0
A v3 Read-onlyWritable o
| Al Device: Y4 0
esN ¥s 0
L v6 Read-only,Writable 0
s .
v7 Read-onlyWritable 1
P=y
oo Read-only W 24
o1 Read-only,Writable 0
) table 0
OEM » -
D2 table 0
Resource Spa
0
STOA
D5 0
imentatic &
0
. D7 a5
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" HUAWEI CLOUD

ead-only, Writable

= IoT Platform
D5 Read-only, Writable 0
Default Read-only Writable 0
&
o7 Read-only.Writable 83
Products S7_200SMART Qo Read-onlyWritable
s 1l Read-onlyWritable 0
A Q2 Read-anlyWritable 0
roup: Q3 Read-only, Writable 0
‘” Sk Q4 Read-only,Writable [}
i piraces
i Qs Read-only Writable o
P
@ ates
a6 Read-onlyWritable 0
a7 Read-aniy, Writable 0
Wo Read-anlyWritable
Wy Read-anly Writable 0
v Read-onlyWritable 0
VW6 Read-only Writable 0
- v Read-only Writable 0
AP Exp

5.2.2.9

AWS Cloud Configuration

AWS supports publishing multiple topics. Configuration is the same as that of configuring multiple
service ID of HUAWEI Cloud. Below example is configuring single topic with all datapoints to be
published.

[FZ 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X

QDE\'?EC Search [ New Configuration [Jlimport Configuration File Hupu:t(aniigurdliun File iﬂead Data | ¥ Save Du!d]Munitaling Etog nﬂﬁ? @rbout

TrEg DLIVZUA

N

[

EZ) AWS 10T Cloud

-Connection Address

Server [P/ Domain Name |.

= -ats.iot.us-west-2.
Server Port (1-65535)

ItemN.lme[ et B : > }
J

Client 1D |

Root Certificate

Client Certificate

Variable Point Type  Port

Device

Variable Name

Red represents the online status, gray represents the offline status
Kingpigeon Modbus Online Status (@)
Kingpigeon MQTT Online Status ()
MQTT Client One Online Status @)
MQTT Client Two Online Status ()
Al 10T Cloud Online Status ®

HUAWE! 10T Cloud Online Status ()

AWS 10T Cloud Online Status

19216611 |(Ping ] @

[ wwwhaiducom |(Ping ] @

Automatic data upload cycle (10-999s)

———3
el

‘ Refresh I

& Ali 10T Cloud
> -@ HUAWEI 10T Cloud

H

@ Kingpig Double click to set properties
|

@ Kingpigeon Modbus |

(1) Double click AWS to enter configuration box
(2) Click Enable to enable(green) AWS, default is disabled(gray)
(3) Server IP/Domain Name: Input endpoint of connecting to AWS

(Login to AWS, enter console, click Things and click Interact to view it)
(4) Server Port: 8883
(5) Item Name: Input thing ARN(Click Details of Thing to view ARN in AWS)
(6) Client ID: Input AWS Account ID (view from user information in AWS)
(7) Root Certificate: Select root certificate and upload it
(8) Client Certificate: Select client certificate and upload it
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(9) Client Secret Key: Select client secret key and upload it.

(10) Publish Topic: Input the topic of rule created in AWS. It’s the topic of MQTT message publishing.
Click Add to set more publishing topics. Click Delete to delete selected topic. For example, login
to AWS, click Act and click Rules to view the topic. It's iot/topic, thus input iot/topic

Rule query statement

The source of thhe messages yvyou want to process with this rule.

SELECT = FROM

(11) Automatic Data Upload Cycle: Cycle time of uploading data, default is 30s.

(12) Datapoint Uploading Selection: Select datapoint to upload in the right box. Default is blank box
with all datapoints to be uploaded

(13) Click OK to confirm AWS configuration

(14) Click Save Data. Gateway will restart and AWS is enabled successfully. Open configuration
software and login the device. AWS connection status can be viewed from basic information.
Red light indicates AWS is connected. Slave device connection status can be viewed from the
right box

5.2.2.10 View Data in AWS Cloud

Login to AWS, click Act, click Test and select subscription topic “iot/topic” to view messages
published by BL102 gateway

aws  Services v

AWS loT X AWSIoT > Test

Monitor MQTT client o

Activity

s s“hsu'pﬂom _

» Manage

Connected as 0

Subscribe to a topic
» Fleet Hub Subscribe

Publish to a topic Devices publish MQTT messages on topics. You can use this client to subscribe to  topic and receive these messages.
» Greengrass

Subscription topic
» Secure ‘ Subscribe to topic

» Defend

Max message capture Info

> Act 100
Te
Quality of Service nfo
» Device Advisor @ 0- This client will not acknowledge to the Device Gateway that messages are received
1 - This client will acknowledge to the Device Gateway that messages are received
MQTT payload display
Software @ Auto-format JSON payloads (improves readability)
Settings Display payloads as strings (more accurate)
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AwS loT « |

Subscribe to a topic

Monitor Publish
Publish to a topic Specify a topic and a message to publish with a QoS of 0.
Activity
iot/topic Publish to topic ‘
» Onboard x
» Manage
» Fleet Hub

» Greengrass

» Secure

» Defend

» Act iot/topic June 29, 2021, 10:53:30 (UTC+0800) Export Hide

v Test {
702:53:30 06/29/2021 UTC 0.0.0%,
. 00007,
. 00007,

» Device Advisor

MQTT test client

Software
Settings

Learn

ervices ¥

AWS loT X

Subscribe to a topic
Publish

Specify a topic and a message to publish with a QoS of 0.

Monitor

Activity Publish to a topic

» Gribicard iot/topic ‘ Publish to topic ‘
nboare

» Manage

» Fleet Hub

» Greengrass

» Secure

» Defend

» Act

v Test
» Device Advisor

MQTT test client

Software 3

Settings

fiearn iot/topic June 29, 2021, 10:54:03 (UTC+0800) Export Hide
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5.2.2.11 King Pigeon Cloud via Modbus Configuration

[P 4G Industrial Gateway ConfigUrationTool V1.0 wwwot-solution.com - X

QDevice Search ENew Configuration [glimport Configuration File uExport Configuration File iREﬁd Data Esave Data | Monitoring Lug ﬂgl;% @About

=g DLTUZU

G- com1 =
t _— = 0
r{a @ XU iz | Kingpigeon Modbus
-] LAN
z @) Enable
@, $7-200SMART Connection Address
Rad the opline status gray re its the offline status
3 waN Server IP/ Domain Name | modbus.dtuip.com : -
@ a5 Kingpigeon Modbus Online status @) | _Port  Device Name _Online Status
a51 5 1| com1 £X3U -
iy (hesd) Kingpigeon MQTT Online Status T e—
) Alarms And Events ; 20054 L]
- (You can change the server address to log in to other cloud platforms) -
o MOTT Client One Online Status
— ¥ TaskPlan

tom X MQTT Client Two Online Status
== DataServices

Modbus Station 247
Ali 10T Cloud Online Status

@, Transparent transmissi
-@ Modbus RTU = Modb HUAWEI 10T Cloud Online Status

|

@ Modbus TCP Server D E i AWS 10T Cloud Online Status
“@ OPC UA Heartbeat Message (MAX100) @lm
& & cloud Heartbeat ACK Message (MAX100) e
& MQTT Client One Heartbeat Interval (1-999s) ‘
@ MQTT Client Two
~@ Ali 10T Cloud oK Cancel i I

~@, HUAWEI 10T Cloud
@, AWS 10T Cloud |
@, Kingpigeon MQTT

| Double click to set properties |

1) Double click KingPigeon Modbus to enter configuration window

2) Click Enable to enable(green) King Pigeon cloud via Modbus. Default is disabled (Gray)
3) Server IP/Domain Name: modbus.dtuip.com. (Automatic filling in default)

4) Server Port: 6651 (Automatic filling in default)

5) Modbus Station: Set Gateway BL102 Modbus communication address

6) Login Message: Input device serial number issued by King Pigeon.

7) Login ACK Message: Not necessary for King Pigeon cloud connection

8) Heartbeat Message: Q (Automatic filling in default)

9) Heartbeat ACK Message: A(Automatic filling in default)

10) Heartbeat Interval: Set cycle time of sending Heartbeat message. Default is 60s
11) Click OK to confirm the configuration.

A~ A~ o~ o~ o~ o~ o~ o~ o~ o~~~

12)Click Save Data. Gateway will restart and King Pigeon Cloud via Modbus is enabled successfully.
Open configuration software and login device. King Pigeon cloud via Modbus connection status
can be viewed from basic information. Red indicates device is connected King Pigeon cloud via
Modbus. Slave devices connection status can be viewed from the right box.

5.2.2.12 View Data in King Pigeon Cloud via Modbus

Configure datapoint in cloud like below picture. First create datapoint, then enter connection setting
and put datapoint Modbus ID, function code, address, data format, byte sequence and collecting
cycle. Modbus address in King Pigeon cloud and configuration software is deviated by 1. For
example, datapoint VWO of PLC S7-200SMART in configuration software is 8, then put 9 in cloud.
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Sensor names in cloud can be different from those in configuration software

. v
|= [T —

Device BL1Ox

Device default group

Link MB RTU

Dropping Custom

6o

plecsrrono

sensor

Q1

az

@z

Qs

as

as

ar

o

e

W

e e O
Switch type (operable
Switch type (opcrable
Switcn type (operabic
Switcn type (operabie
Switcn type (operable
Swilch lype (operable
Swilch lype (Cpeisble
Numerical Typs

MNumerical Type

Numerical Type

T - a

o 3

Unit o a

unn [ a

unn [ a

unn o a

Unit o a

Uit = a

0 (decimal places) “~ o a
0 (decimal placas) o 3
0 (decimal places) 4~ o ‘1

Link Protocol

TCP Protocol

HTTP Protocol

MB RTU

MB TCP.

MQTT Protocol

UDP Protocol

TCP JSON Protocol

CTCoAP Protocol

NB-oT Protocol

CoAP Protocol

+ Device List

Read write instruction settings -3 X
Serial Number Sensor seve Function Code Bias. Data Format Data Bits. Byte Order Acaulsiton.
at 1 01Read and write 10 10

@ 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com

QDevi(e Search [ New Configuration [Mlimport Configuration File HExpor’t Configuration File iR d Data isave Data 2 Monitoring

- X

Log ﬂ B @Abom

’I:F'E DT UR
CoMm1
L® mau

el

‘ Alarms And Events
a TaskPlan

EImE DataServices

-®, Modbus TCP Server
@ OPC UA

B¢ cloud

@, MQTT Client One
-@ MQTT Client Two
—@, Ali 10T Cloud

~-@ HUAWEI IOT Cloud
-@, AWS 10T Cloud
@, Kingpigeon MQTT

—&, Kingpigeon Modbus

@ Transparent transmission

~& Modbus RTU = Modbus TCP

Name
Qo
a1
Qz
Q3
Q4
Qs
Q6
a7

vwo
w2
Vw4
VW6
VW8

Value Unit Type
Q
Q
Q
Q
Q
Q
Q
Q

vw
vw
vw
vw
W

Address
0.0
0.1
0.2
0.3
0.4
0.5
0.6
0.7

o

2
4
6
8

Data type |Modbus Maps Addres§ Modbus PLC Address MQTT Flag Enable
bool 8 000009 Qo ble And W
bool 9 000010 al ble And W
bool 10 000011 Q2 ble And W
bool " 000012 a3 ble And W
bool 12 000013 Q4 ble And W
bool 13 000014 Qs ble And W
bool 14 000015 Q6 ble And W
bool 15 000016 a7 ble And W
int16 8 400009 VW0 ble And W
int16 10 400011 Vw2 ble And W
int16 12 400012 Vind ble And W
int16 14 400015 VW6 ble And W
int16 16 400017 VWa ble And W

Right click to add variable point, double click to display variable point attribute

Ratio
none
none
none
none
none
none
none
none

Data collected is like below picture
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I
[c=2)

i W 7]
e

E i

=)

|}
)

- iz 24.0000 + + T
: iz 0.0000 + + R

J B . 0.0000 + « o
. by | 3
ﬂ . 0.0000 4 «

= a ol 0.0000 + «
- i D5 " "
¥ i) 000004+« | T Cure

* 1 - 0.0000 » «

BLYx =% =

_ g - 85.0000 1 +

- a o m AmQ  RTCune® Hist Gue

¥ ¥ ¥
g 58 8¢
f

< [ A
g S g
]

& i 8.0000 + «

- - i = 0.0000 + «

= i 0.0000 + «

i i 0.0000 + «

k d - 0.0000 + +
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5.2.2.13 King Pigeon Cloud via MQTT Configuration

[72 46 industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X

| Qupevice Search B New Configuration [@import Configuration File |gllExport Configuration File 4 Read Uata'\"("“i‘m”‘@ Blog Bgz= @avou
g orivzon

G- COM1 (Bosic
[z Kingpigeon MQTT

Connection Address

Variable Point Type  Port  Device Variable Point Nam |
. [Red represents the online status, gray represents the offline status
Server [P/ Domain Name

Kingpigeon Modbus Online Status Port  Device Name Online Status

Server Port | 1883

Kingpigeon MQTT Onfine Status

MQTT Client One Online Status

Client D [ ] :
MQTT Client Two Online Status

User Name | MgTT ]

Password MOTTE

HUAWEI 10T Cloud Online Status

Subscribe Tapic | N ] AWS IOT Cloud Online Status

Publish Topic | ] 19216811 [ Ping _

[ )
[
[]
@
Ali 10T Cloud Online Status [ ]
®
®
®
@

Automatic data upload cycle | 30 ] (10-990s) www.baidu.com (T Ping
MQTT Data retransmission (I

(o o | v |

T
@ HUAWEI 10T Cloud
@ AWS IOT Cloud

—& Kingpigeol o, e click pe

(1) Double click King Pigeon MQTT to enter configuration box

(2) Click Enable to enable(green) King Pigeon cloud connection via MQTT. Default is disabled(gray)

(3) Server IP/Domain Name: mqtt.dtuip.com(Automatic filling in default)

(4) Server Port: 1883 (Automatic filling in default)

(5) Client ID: Input device serial number issued by King Pigeon

(6) User Name: MQTT (Automatic filling in default)

(7) Password: MQTTPW (Automatic filling in default)

(8) Subscribe Topic: Input device serial number/+ issued by King Pigeon

(9) Publish Topic: Input device serial number issued by King Pigeon.

(10) Automatic Data Upload Cycle: Cycle time of uploading data. In default it's 30s

(11)MQTT Data Retransmission: Click it to enable(green) offline data retransmission once network
resumes.

(12) Datapoint Uploading Selection: Select the datapoint to upload in the right box. In default it's blank
with all datapoints to be uploaded

(13) Click OK to confirm King Pigeon Cloud via MQTT configuration

(14)Click Save Data. Gateway will restart and King Pigeon Cloud via MQTT is configured
successfully. Open configuration software and login the device. King Pigeon Cloud connection
status via MQTT can be viewed from basic information. Red indicates King Pigeon cloud via
MQTT is connected. Slave device connection status can be viewed from the right box.

5.2.2.14 View Data in King Pigeon Cloud via MQTT

Create datapoint in cloud first. Set datapoint mark is the same as MQTT flag in configuration software.
Below is example of some datapoint configuration. For example, MQTT flag of datapoint VWO in
configuration software is VWO, then set read-write mark VWO in King Pigeon cloud
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M2M | oooro coner

® + Device List

=

P Device  default group &=

a

Device BL1OX ==

— '

o Link | MQTT I @

@

+ Dropping Custom 60 @

~— e ———

2 Sensor Append | Batch Addition 1 |
Qo Swilch type (operable Unit 0 ‘1
Q1 Switch type (operable Unit 0 ‘1
Qz Switch type (operable Unit 0 a
Qs Switch type (operable Unit 0 ‘1
Qa Switch type (operable Unit 0 t’:L
as Switch type (operable Unit 0 ‘1
a6 Switch type (operable Unit 0 a
ar Switch type (operable Unit 0 ‘1
Vo Numerical Type 0 (decimal places) A~ 0 t’:L
vz Numerical Type 0 (decimal places) A~ 0 ‘1
VA Numerical Type 0 (decimal places) A~ 0 a

Link Presscel -
°
. H H
: :l L
-~ =
@ " i
4 E: 0 o
= l:m..--. o Resgwee 01 Resgwrts 02 Faswrte 3 |
1

e E= E=R

o
lam e 04 Fasdurte 05 Fasdwas 08 |
EH ES =R

o7# > D22XEFI > D226 > BLEFIER » BLI10EY vio

[#55 46 Industrial Gateway ConfigUratianToal V1.0 www.iot-solution.com

QDevice Search [ New Configuration [@limport Configuration File HExpor‘t Configuration File iRead Data iSave Data g Monitoring

- X

@About

Name  Value Unit Type  Address Datatype Modbus Maps Address Modbus PLC Addres{ MQIT Flag | Enable

Qo Q 0.0 bool 8 000009 ole] le And W

al Q 01 bool 5 000010 Q1 le And W

Qz Q 0.2 bool 10 000011 Q2 le And W

Q3 Q 03 bool 11 000012 R3 le And W

Q4 Q 04 bool 12 000013 D4 le And W

= Qs Q 0.5 bool 13 000014 5 le And W

Q6 Q 0.6 bool 14 000015 gﬁ le And W

forg Q 07 bool 15 000016 7 le And W

[ VW0 VW 0 int16 8 400009 vwo le And W
A 46 Vw2 VW 2 int16 10 400011 vw2 le And W
‘ Alarms And Events Vw4 VW 4 int16 12 400013 wvwa le And W
VW6 VW 6 int16 14 400015 VW6 le And W

B TaskPlan Ve W 8 int16 16 400017 VWe  Ble AndW

=] E DataServices
@ Transparent transmission
@ Modbus RTU = Modbus TCP
@, Modbus TCP Server
& OPC UA
B»@ Cloud
@&, MQTT Client One
-@, MQTT Client Two
-@, Ali 10T Cloud
@, HUAWEI 10T Cloud
~@, AWS 10T Cloud
-@, Kingpigeon MQTT

(I H Adadh.

Ratio
none
none
none
none
none
none
none
none

Data collected is as below picture:
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nEquipment  Aem [l Uniine [

(==}

<

<

<

L BLIDZS7.200MQTT

§ | g3

<

€D

24.0000 + «

8

<

By [rossmwarr s

J et P m‘% iz » 0.0000 + + e
Az 0.0000 + +
R 0.0000 + « i
| 0.0000 + + P —
4. = 0.0000 + +
[ i 0.0000 1 «
i) e 85.0000 + am
[ o] = .
: . =
- Sl o

aQ launzrsnmmw Serial Numbe

Anzquipment Alam [ Unine T a @
il

@

o

P

2

IS 8.0000 1 « 5 .
i 0.0000 + «

H 0.0000 + «

HI— 0.0000 + « '

[=)
S
]

0.0000 + «

5.2.2.15 King Pigeon Cloud MQTT Data Format

MQTT Client One , MQTT Client Two and King Pigeon Cloud MQTT data formats are the same. See
below:
(1) Valid Load Data Format in device Publishing messages
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Publish Topic: Serial Number (Configured publish topic)

{
"sensorDatas": [
{
//[Boolean value

"flag": "REG001", //Read-write identification mark
"switcher": 0 //Data Type and Value

2

{

//Numeric Type
"flag": "REG005", //Read-Write identification mark
"value": 3 //Data Type and Value

}

1,

"state":"alarm", //Alarm mark(Set Alarm Event in configuration software. Once
alarm is trigger, this mark will appear. It's not included in scheduled automatically
uploaded data)

"state":"recovery", //Alarm recovery mark (Only appear when there’s alarm
recovery. It's not included in scheduled automatically uploaded data)

"time": "1622700769", //Time mark, it's time stamp of data uploading

"addTime": "2021-06-03 06:12:49" //Time mark, it's time of device data uploading

"retransmit":"enable" //Retransmission mark, MQTT historical data (Only appear
when there’s historical data retransmission. It's not included in scheduled

automatically uploaded data)

}

Note:
/[Read-Wrtie Mark: character is "flag", followed by " Datapoint MQTT flag", it's the MQTT mark
set in configuration software when adding datapoint.

Note:
/IRead-Wrie Mark: character is "flag", followed by " Datapoint MQTT flag", it's the MQTT mark set in
configuration software when adding datapoint.
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l@ 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X
QDev‘tce Search [ New Configuration [@lmport Configuration File uExporT Configuration File iRead Data iSaVe Data Monitoring Log Ei’;‘% @About
I:E DLTUZURA (r
: Mame  Value Unit  Typs  Address Datatyps Modbus Maps Address Modbus PLC Addresq MQIT Flag | Enable  Ratio
EIM' comt Yo ¥ 1] bool 0 000001 le And W none
H E,,, Y1 Y ¥ bool 1 000002 le And W none
H v2 Y 2 bool 2 000003 2 le And W none
[ii LAN v3 v 3 bool 3 000004 vz le And W none
; = ; : 000005 V4 bleAndw
L@ s7-200SMART 28 Variable Attributes 000006 TR
_ WAN v 000007 Y6 le And W none
R Variable N vo Variable Unit :] 000008 V7 le And W none
9 4G D| e =hiet 400001 DO le And W 1
Dl Address Type Starting Address ] 400002 D1 leAnd W 1
A Alarms And Events ol = 400003 D2 le AndW 1
a TaskPlan of Data type In DB Address Offset In DB 400004 D3 le And W 1
0O 400005 D4 le And W 1
ElmE DataServices of Data type 400006 D5 le And W 1
& o 400007 D6 le And W 1
@ Transparent transmission 0| Read-Write Type [ Readable And Writak 400008 D7 bleAndw 1
@ Modbus RTU = Modbus TCP . i
£ Madbus odbus Modbus Maps Addresses | 0 J(0-2000) THR
® Modbus TCP Server (Customizable)
L i:’:c uA (o ) oo )
@, MQTT Client One
<@, MQTT Client Two
—@ Ali 10T Cloud
~@ HUAWEI 10T Cloud
@ AWS 10T Cloud
—@, Kingpigeon MQTT
--@, Kingpigeon Modbus
//[Data Type and Value:
. H n H " nAn n4qn
1) Boolean data: character is "switcher", followed by "0" or "1"(0 represents open, 1
represents close)
. . . " "
2) Numeric Data: character is "value", followed by actual value

/[Alarm, Recover mark, character is "state", followed by "alarm" or "recovery"(alarm represents

alarm data, recovery represents alarm recovery data)

/[Time mark: character is "time", followed by actually data uploading timestamp

/[Time mark, character is "addtime", followed by "gateway time"

/[Retransmission mark: character is "retransmit", followed by "enable"

Offline collected data will be temporarily saved in gateway device. Once network resumes, the
data will be re-transmitted. Use “retransmit” mark for historical data (MQTT Data Retransmission

must be enabled in configuration software)

(2) Valid Load Data Format in device Subscribing messages

Subscribe Topic: Serial Number/+ (Subscribe topic set in configuration software)

(King Pigeon cloud message publishing topic is “serial number/sensor ID”, thus

wildcard “/+” must be added for device Subscribing Topic so that cloud can publishing

data for controlling)

{

"sensorDatas":

[

"sensorsld": 211267,

"switcher":1,

}
],

// cloud sensor ID

/[Data Type and Value
"flag":"REG001"

//IRead-Write Mark
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"down":"down" //Cloud downlink message mark

Note:

/lcloud sensor ID: character is "sensorsID", followed by ID (automatically generated by cloud.
Not necessary if it's self-built cloud)

//[Data Type and Value:

1) Boolean Data: character is "switcher", followed by "0" or "1"

(O represents open, 1 represents close)

2) Numeric Data: character is "value", followed by "actual value"

/[Read-Write Mark: character is "flag", followed by "datapoint MQTT flag"

/[Cloud Downlink Message Mark: character is "down", followed by "down", representing cloud
downlink data.

6 Firmware Upgrading

Please contact King Pigeon if it's necessary to upgrade firmware for any new requirements.

This gateway supports upgrading firmware via configuration software. Click About in configuration
software, click Firmware Upgrade, select update folder and click OK to confirm. Once upgrading is
completed, a prompt box will pop up. Click it to confirm. Contact King Pigeon technical support to get
update folder.

{77 4G Industrial Gateway ConfigUrationTaol V1.0 www.iot-solution com - X
QDD-A([- Search [ New Configuration [@limport Configuration File u[xpon Configuration File iRcad Data iSm.(- Data Momitc\mxg L\m mff Ef\buui
E}
g COM1
L@ pau
E LAN
E—.@. S7-200SMART

Basic

brovse folders x

| Red repres:
] wan Gateway Name [ KingPigeon | (MAX15) Kingpige F Al |atus
| 3

) : :
R 46 Gateway Time [ 18:26:15 09/11/2021 Kingpigd s
»*‘ Alarms And Events Device Mod About X e

| TaskPlan 1 F—
Vers{ Version Number: V1.0

L - 4
B8 DataServices m
] pdate
Signal e

g & Transparent transmission Release Time:  2021/6/1

| @ Modbus RTU = Modbus TCP | | e
] =

H
=@, Modbus TCP Server -t
1 OPC UA Mobile operators | CHINA MOBILE ] 1923 el

a @ Cloud SIMI[(\D[ 80860043191574315142 | wwew.bs

$IM Registration Status new folder (D) cancel

4G Module Mo

L@ MQTT Client one

Z & MQTT Client Two
& Ali 10T Cloud

L@ HUAWEI 10T Cloud
{-@ AWs 10T Cloud

Refresh ]

I

& Kingpigeon MQTT

|

L@ Kinaninenn Modhus
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7 Warranty Terms

1) Warranty period is 1 year from the date of purchase. If any quality issues within warranty period, it
will be repaired for free.
2) Device fault caused by wrong operation is beyond warranty.

8 Technical Support

King Pigeon Communication Co., Ltd.
Telephone: 0086-755-29451836
Website: www.iot-solution.com
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